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UNKNOWN SUBJECTS " s}xén‘

delivered to USTR. Also delivered was a substantial portion of a
second copy of the report in an unsorted condition. The full
report copy was & copy of the "final report” and had no.
identifying mark on the outside cover which was clearly stamped
confidential. This indicates that this copy was probably made
prior to the May 30 delivery to USTR. USTR officials advised the
significance of the unauthorized disclosure of the contents of
the ITC report is that the bargaining position of the United
States was compromised and "Business Confidential™ information
used in the report was made available to the public. This
disclosure also impacts on the efféctiveness of the ITC to
gsolicit data from the U.s. business community. No national
defense information was utilized in the preparation of the ITC
report.

OBJECTIVE:

To identify individual({s) responsgible for the
unauthorized disclosure of the contents of the ITC report to the
government of Israel and employees of AIPAC through interviews of
ITC personnel and congressional staff aides.
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RE WASH MSTON FIELD OFFICE AIRTEL, AND EflCLOSED LHM, DATED

HUGUE';I 15, 1984,
 IN DISCUSSIONS WITH THE DEPARTHEMNT OF JUSTICE Do) |
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RE WASHINGTON FIELD OFFICE AIRTEL. AND ENCLOSED LHM. DATED
AUGUST 13- 138Y. _

IN DISCUSSIONS WITH THE DEPARTMENT OF JUSTICE {DOJ}
REGARDING CAPTIONED CASE. DOJ OPINED THAT CAPTIONED MATTER DID
NOT REPRESENT A VIOLATION OF THE ESPIONAGE STATUE AS IT WAS
REPORTED THAT NO NATIONAL DEFENSE INFORHMATION WAS UTILIZED IN
THE PREPARATION OF THE REPORT. DOJ ADVISED A VIOLATION OF THE
THEFT OF GOVERNMENT PROPERTY {TGP} STATUS HAS OCCURRED AND THAT

THE MERITS OF THE TGP VIOLAT;ON SHOULD. BE PRESENTED TO THE LOCAL
UNITED STATEI ATTORNEY'S OFFICE FOR A PROSECUTIVE OPINION.

TKB:LP {3} &/30/784 4g58/5 4570
1 - L . - :
(Epr , -Egc SEE NOTE PAGE THREE
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- #77 THIS CASE WAS PREDICATED UPON RECEIPT OF INFORMATION FROM THE
"OFFICE OF THE U.S. TRADE REPRESENTATIVE {USTR}- ON L/13/84. USTR

P ]

: : vsékékr
PAGE THREE . R R
S : - R R e oo
NQTE: . C e EV LT

s, T

-

- HAD RESUESTED THE U.S. INTERNATIONAL TRADE CONNMISIION {ITCY} TO

PREPARE A REPORT REGARDING 'THE EFFECTS OF LOWERING IMPORT TARIFFS
ON ISRAEL PRODUCTS. THE REPORT CLASSIFIED "COMFIDENTIAL™ CONTAINS
N0 NATIONAL DEFENSE INFORMATION. BEFORE THE REPORT WAS RMADE

"AVAILABLE T¢ THE USTR. THERE WERE REPORTI THAT THE AMERICAN

ISRAELI PUBLIC AFFAIRS COMMISSION {AIPACT HAD ALREADY RECEIVED

- A COPY OF THE REPORT. USTR CONTACTED AIPAC AND AIPAC SUBSEAQUENTLY

N

RETURNED A COPY OF THE REPORT TO THE USTR.

THIS MATTER WAS DISCUSSED UITH L INTERNAL -
SECURITY SECTION~ DOJ. ON 2/21/84%3 WITH SSA|  FUGITIVE/

|
GENERAL GOVERNNENT CRIMES PROGRAM. ROOM 50LZ2. ON A/24/845 AND WITH |

ON AUGUST 24 1984-

THIS COMMUNICATION IS TO ADVISE WFO THAT THE DOJ HAZ
RECOMMENDED THAT CAPTIONED MATTER BE PRESENTED TO THE UNITED STATES
ATTORNEY OFFICE FOR A PROSECUTIVE OPINION REGARDING VIOLATION
OF THE TGP STATUE AS THE MATTER WOULD NOT WARRANT PROSECUTION
AS A VIOLATION OF THE ESPIONAGE STATUE.

1

5
)
L)

GENERAL LITIGATION AND LEGAL ADVISE SECTION. DOJ C7J
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A ' U.S. D_epartmeng.lustice
7

Federal Burean of Investigation

In Reply, Please Refer to Washington Field Office
FileNe, 52B-1B153 Washington, D. C. 20535

September 19, 1984

United States Attorney.
Washlngton, D. €. 20001

Attention: Assistant United States Attorney
(AUSA) Charles Harkins

i Re: Unknown Subjects:
ALL INFORMATION CONTAINED Theft of Classified Documents
HEREIN 1 UBCLAZSIFIED From The United States Trade
DATE 04-17-2009 BY 69324 uc baw/dk/shs Representatives; Theft of
I
Government Property

Dear Sir:

Please recall a conver ion between AUSA Charles Harkins
and Special Agent of this coffice on September 18,

1984, On this occasion, the Ifollowing facts were discussed:

On January 25, 1984, the U.S. International -Trade Com-
mission (ITC), Washington, D. C., was requested by the United States
Trade Representatives (USTR) to prepare a report for the President
relating to the establishment of a free trade area with Israel.

This report was to be available within four months. The first
"pre hearing report" was published April 4, 1984, by ITC.

On or about May 30, 1984, prior to the USTR distribution
of the "final report",.a member of the Trade Subcommittee of,the
Senate Finance ‘Committee notified USTR that after a conversation
with an employee of the AIPAC, Washington, D. C., this member was
left with the impression that AIPAC had ‘a copy of the subject

report.

On June 15, 1984, the USTR general counsel telephoned
ATPAC employee and 1ng/;se if ATPAC had a copy of
the USTR report. advised e i was asked to

Sx-181537 %
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re is report and zll copies. Subsequently,l |
of AIPAC, contacted USTR, to claim no knowledge of the
report himself and to disassociate himself from such activities.
A copy of the USTR report was subseguently delivered to USTR.
Also delivered was a substantial portion of a second copy of the
report in an unsorted condition. The full report copy was a copy
of the "final report" and had no identifying mark on the outside
cover which was clearly stamped confidential. This indicates
that this copy was probably made prior to the May 30 delivery to
USTR. USTR officials advised the significance of the unauthorized
disclosure of the contents of the ITC report is that the bargain-
ing position of the United States was compromised and "Business
Confidential" information used in the report was made available
to the public. No national defense information was utilized in
the preparation of the ITC report.

The USTR conducted an internal investigation into the
unautyhorized release of the document. This investigation re-
vealed that 78 copies of the document were made prior to May 30,
1984, a large number of USTR personnel had access to the document.
The investigation was inconclusive as to who released the document.

Representatives from FBIH(Q discussed the case with

' Department of Justice (DOJ) officials and the DOJ officials stated
the matter 4id not present a viclation of the Espionage Statute
because no national defense information was utilized in the pre-
paration of the report. DOJ advised a violation of the Theft of
Government Property (TGP) statute has occurred and that the
merits of the TGP violation should. be presented to.the local U.S.
Attorney's 0ffice for prosecutive opinion.

b6
AUSA Harkins and SA[::::::::]discussed the matter and hiC
both agreed the case lacks prosecutive merit. Thus, AUSA Harkins
declined prosecution of the matter under the TGP statute.
In view of AUSA Harkins' opinion, this office will not
investigate the matter any further.
Sincerely,
Norman A. Zigrossi -
Special Agent in Charge
b#
By: | | b7C

Supervisory Special Agent
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| CLASSIFICATION:

TRANSMIT VIA: PRECEDENCE: e
1 Teletype O Immediate O TOP SECRET - =
O Facsimlle . O Priority O SECRET - i7"
& __AIRTEL C ‘Routine O CONFIDENTIAL . ..

O UNCLASEFTO -

DECLASSIFIED BY, §0324 uc baw ke - O UNCLAsS o -
" [N 04-17-2009, : ' Date 9/21/84

TO: DIRECTOR, FBI ., -

SECHEET

FROM: SAC, WASHINGTON FIELD OFFICE (65C~13191) (C) (CXI-7)

THEFT OF CLASSIFIED DOCUMENTS FROM :

THE UNITED STATES TRADE REPRESENTATIVES, ’
ESPIONAGE~ISRAEL

00:WFO

ALl o ati Y ¢ ins i

_ W e batie N e b

Reference Butel to WFO, 8/27/34.

had been coordinated with the DEPARTMENT OF JUSTICE (DOJ) and
that the DOJ had determined that no violation of an espionage
statute had occured inasmuch as national defense information
was not used in the preparation of the USTR report. DOJ
recommended this matter be pursued as a Theft of Government
Property (TGP) and that a prosecutive opinion be obtained
from the U.S. Attorney, Washington, D.C.

Oon 9/18/84, Assistant U.S. Attorney {(AUSA) CHARLES
HARKINS advised that he had reviewed the captioned matter and
decided that this case lacks prosecutive merit under the TGP
statute and therefore declined prosecution.

Based upon the above prosecutlve opinion, this matter
is considered closed.

S E RET
Classi y: G-3
Decl ify OADR

2=Burean

Referenced communication advised that captioned matter

o
1-Washington Field QS?'
!'IE'R ced g&)ﬁ‘ L
{3} . 0;3/' '

Approved:; Transmitted Per

(Number) {Timu
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TRANSMIT VIA: PRECEDENCE: CLASSIFICATION:
O Teletype O Immediate 0O TOP SECRET \ ¢
0O Facsimile O Priority O SECRET 0
I _ATRTEL O Routine [0 CONFIDENTIAL

ALL TNFORMATION CONTAINED g Bmcﬁg EFTO

HEREIN IS UNCLASSTFIED C 12/6/84

DATE 04-17-2009 BY 60324 uc baw/dk/aba Date
TO: DIRECTOR, FBI

{ATTN: PUGITIVE/GENERAI GOVERNMENT
CRIMES UNIT)

FPROM: SAC, WASHINGTON FIELD (65C-13191) (C) (CI-15)

UNSUB; THEFT OF CLASSIFIED
DOCUMENTS FROM THE UNITED STATES
TRADE REPRESENTATIVES;
 ESPIONAGE- ISRAEL;

00 :WFO

BUDED ;: 12/15/84

Preliminary inquiry initiated 6/21/84; closed 9/26/84.
Reference Bureau airtel to WFO, 11/13/84.

The above captioned matter was initially investigated
as an espionage matter; however, the Department of Justice was
consulted and advised that this matter should be pursued as a
Theft of Government Property (TGP} matter inasmuch as no national .
defense information was utilized in the preparation of the
report prepared for the U.S. Trade Representative.

On 9/19/84, this matter was presented to AUSA CHARLES
HARKINS, U.S. Attorney, Washington, D.C., and HARKINS advised
that he had reviewed the investigation to date and decided this
case lacks prosecutive merit under the TGP statute and therefore
declined prosecution. In view of AUSA HARKINS' opinion, this
office did not pursue the matter further and terminated the

investigation. 5 52 - /8/5-3".,:?

Soarchipd N\ o
‘1. 3~Bureau M-—/ maﬁﬁdw }

WFO Indexkd

{(¥-52B-18153) Filed —-@u—%i e
-S4’
MFR:ced J2~( -S4
(5)
Approved: ransmitted _4 Per

%umber] “tTime)
| e

RNMENT PRINTING OFFICE : 1984 O ~ 449-465
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WFO 65C-13191

, An investigative summary of this matter was prepared

8/6/84, and forwarded to the Bureau prior to coordination with

DOJ. ©No other reports were prepared.
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Subject Date NUV 1 1985 N
-Unknown Subjeéts, Theft and Unauthorized o
~ Disclosure of Documents From the - . ' " BST:GEMcD:GAC:mtf
- United States International Trade Commission |°

To i

. . . . - " From
"The Director Co Stephen S. Trott
Federal Bureau of Investigation Assistant Attorney General

.Cfim;nal Diviaion

The Criminal Division has determined that additional inves-
tigation should be conducted to ascertain responsibility for the
unauthorized disclosure of the report of the United States
International Trade Commission (No. 332-180), This matter was

the subject of a previous FBI inquirvy which may be identified by
referance to file no. 52B-~181353,.

The known information indicates that 1t i1is 1likely that
offenses under 18 U,.8.C. §641 (theft of government property) and
18 U.5.C. §1905 (disclosure of counfidential business information)
have occurred; therefore, please conduct an appropriate inveaci-
gation, designed to identify the offender or offenderas and to
determine the details regarding the disclosure(s).

Repoarts of your investigation shou be made to the Public k6
Inteprity Section to the attention of [ b7C
l | Any questions regarding the investigation should
be addressed to him.

ALL FBT TNFORMATION CONTAINED
HEREIN I3 UNCLASSIFIED
DATE 04-17-2009 BY A0324 uc baw/dk/zbs

——
[ T

ACHED L A

) . 528_0?15

SIRLD D)

[N

555 . . H~R$D ........... :;::S;:f_m._m
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TRANSMIT VIA:
CLASSIFICATION: DATE: __11/15/85
FROM: Director, FBI

Vﬁ%: SAC, Washington Field (52B-18153)

* UNKNQWN SUBJECTS, -

THEFTA\AND UNAUTHORIZED DISCLOSURE ALL TNFORMATION CONTAINED

OF DOCUMENTS FROM THE UNITED STATES . HEREIN I3 TNCLA3SIFIED

INTERNABIONAL TRADE COMMISSION DATE 04-17-2009 BY 60224 uc baw/dk/sbs

TGP

00: WASHINGTOY FIELD
BUDED: 12/30/8

Reference Bureau telephone call to Washington Field
Office on 11/15/85.

Enclosed for Washington Field are two copies of a self-
explanatory Department of Justice memorandum, with its enclosure,
dated 11/1/85, captioned as above.

Washington Field will reopen this matter and
expeditiously conduct investigation in accordance with the

provisions of Section 52, Manual of Investigative Operaticns and
- Guidelines.

Nau-11")
on 11/13/85,[ | public Integrity Section,
Department of Justice, advised FBIHQ that a meeting is scheduled
for Friday, 11/15/85 at 3:15 p.m. in his office to discuss this }
matter. requests that a representative from the FBI E?C
"attend thig meeting. It is anticipated that the complainant,
will be present and the Washington Field case Agent

1s to be available to interview[ __ |regarding this case.

Upon completion of this investigation Washington Field
will submit an LHM with copies of pertinent FD-302s attached
setting forth all, investigaticn conducted in this matter to the
attention of thelPugitive/General Government Crimes Unit, FBIHQ,

by COB 12/30/85.
SEBRET MATERIAL ATTACHED, / )T —
Enclosures (2) _ 5&8 ———/f/tjag 5
/,LQ/ M

#
T e P

d Fel/DoJ
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ALL INFORMATION CONTAINED

’ HEREIN I3 UNCLASSIFIED
MEMORANDUM ’ DATE 04-17-200% BY 60324 uc baw/dk/sbs

T0: SAC, WFO (52B-18153) (P) _ Datel2/17/83

FROM: SA JOHN HOSINSKI (C-4)
UNSUBS;

THEFT AND UNAUTHORIZED DISCLOSURE OF DOCUMENTS FROM THE U.S.

INTERNATIONAL TRADE COMMISSION

IGP ‘ A ‘ b6
00:WFO . - ) -~ blC

On December 3.. 1985 SA: met withl |

RAEL PUBLIC AFFAIRS COMMITTEE (AIPAC), 500 North
Capitol Street, N.W., Suite 300, Washington, D.C. (202) 638-2256
regarding the re091pt by AIPAC’ of a ¢lassgified report published
by the U.S. INTERNATIONAL TRADE COMMPSSION in June of 1984, :

‘\.|

adVLSed “that he’ wa§\somewhat familiar with b6
this incideént, but was notkln a. p031t nish th ith b7C
any details regardlpgjthe matter.- " SA advised

that the FBI needed to'know it «Who at AIPAC, had knowledge of this
report being: in %he posse551on of A$IPACHZ., ‘Who received or
handled this report at;AIPAC 3. WhofurnisHed this report to

AIPAC, 4. The durrefit re51dence ‘for, af a former
AIPAC employee with‘knowlédge qi thls r@port being in the hands
of AIPAC, 1‘45'-{'-:;,' l : '_‘;r' rrg-u

l:lsta’ced that] oz ATPAC be
should be person to address these questions and that he would b7C
have[:fi:fff]contactsn SA[:::::::]ai”¢he earliest possible

time. ~

Regarding| | stated that she
resigned her posgition at AIPAC ‘shortly before the birth of her
child and that she is neot expected to return.

bé
kIC

Continuous efforts to telephonicallyl
| laurine the period December 3, 1985 thru December 11, 1985 by
proved negative.

ﬁ‘ jMﬂM_L{WJ /15N :. | %\g\-/%} ///M

k¢
AMERICAN 1SRAEL PUBLIC AFFAIRS COMMITTEE " . /

500 NORTH CAPITOL STREET, H.W., SUITE 3I:Iﬂ
WASHINGTON, D.C. 20004
g (202) 638-2256

R




WFC 52B-18153

On December December 11, 1985, DEPUTY ASSISTANT
DIRECTOR (DAD) PHIL PARKER, INTELLIGENCE DIVISION, FBIHQ,
telephonically contacted SA regarding captioned matter.
DAD PARKER stated to SA| that this investigation had come
to the attention of Director WEBSTER and asked for an explanation
of investigation this far. DAD PARKER indicated that this matter b6

would be studied at FBIHQ and WFO would be contacted re further b7C
investigation,

On December 13, 1985, SSAl advised SA

that the iInvestigation regarding captioned matter should proceed
in the normal investigative procedure.

1-WFO

JAH:ery -
(1)

.........
! ¥ :
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FEDERAL BUREAU OF INVESTIGATION

ALL INFORMATION CONTATNED
HEREIN IS THCLASSIFIED 1/6/86
DATE 04-20-2009 BY 60224 uc baw/dk/abs Date of transcription

American Israel Public Affairs Committee (ALPAC), 500 North
Capitol Street, W.W., Suite 300, Washington, D.C. {(WDC}, b6
telephone #638-2256 was interviewed bv FEDERAT BUREAU OF b7C

INVESTIGATION Special Agents {SAs) and

I regarding a trade report puklished Ly

the Urited States Trade Representatlves (USTR) Wthh alledegly
was in the possession of AIPAC in 1984.

was interviewed in the presence of her b6
Attorney, | representing the law firm of b7C

DICKSTEIN, SHAPIRO, A ' 101 L Street, N.W., WDC,
telephone #828-2236, provided the following information:
. advised that she has been employed with

ATPAC from January 1982 until present. She advised that in

April of 1984, she received a document from an Israeli Embass

Official,| ladvised that | b5

is thel [at the Israeli Embassy. | | bic
| described this document as being an International Trade

Commission (ITC) report studying free trade between Israel

and America and the implications resulting from possible

‘agreements. She stated that the document was 50-80 pages in length and
that she was not aware of the title of this report. She further
advised that this document was marked "comnfidential". -

Recarding the receipt of this document,L |
stated that]| |came to the AIPAC office for a meeting R7C
and prior to the meeting he handed her an envelop which was
unmarked. At that time, she said she was unaware of the contents
of the envelop. She further stated that this meeting was a
conference on the free trade issue between America and Israel
but she advised she cannot recall who else was attending this

meeting.

Investigatton gn__12/19/85 a__Washington, D.C. Flle # 52B~18153 "7
Ol
bé
SAs
1 12/23/85 e
. \H:riw

by — — b - JP B Date dlctated
This document contains nelther recommendaticns nar canclusians of the FBI. It Is the property of the FBI and is loaned to you! 3agancy;

it and Its contants are not to be distributed autside yaur agency.
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Gontinuation of FD-302 of ,On 12/19/85 , Page

stated thatl never discussed the
document with her and that he never explained to her how he
received it. She stated that after she received the document,
she placed the document in her desk and subsequently gave

it a cursorvy examinati later before passing it

on to | for AIPAC. She advised that
she provided]| Jwith this document approx1mately one

week after she had received it from| |
advised that when she gave this document to| |she does

not recall any specific instructions she gave to | |

[::::::::]adv1sed that she paid no attention to this
document until she received a phone call from the 11.5. Trade

Representative (USTR) General Counsel | several
weeks later. | |called to ascertain if AIPAC had

this trade repo¥t inm their possession. She fuither advised

that prior to that call she was given a duplicate copy of the
report by AIPAC official She advised she had
no information as to who duplicated this report but that after
AYXPAC recei 1 from| | she then received a call
from telling her to destroy the duplicate copy

of the report. advised that she destroyed this
duplicate copy by throwing it down the garbage shute at her
residence. She stated that the original report was then returned
to the U.S. Trade Representatives but that she does not know the
identity of the person who returned the report. .

Regarding- the availability of the reportJ
advised that the document was known to be "floating around town"
and that the contents of the report were common knowledge to
those interested in these matters.

adv1sed that she could provide no opinion
or comments regarding what other TfficlalsﬂaxjAIPAC may have
seen the report or in what manner obtained the report.
It was then requested by her Attornevy,] __J, that if

the FBI had any further request of] | that the FBI should
contact| land he would submit any gquestions to

|otherwise did not wish to furnish any additional

information regarding this matter.

b6
bicC

bé
b7C

b6
b7C
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FEDERAL BUREAU OF INVESTIGATION

ALL INFORMATION CONTAINED

HEREIN IS

UNCLASSTFIED

DATE 04-20-2009 BT 60324 uc baw/dk/sba 1/6/86

Date of transcription

Maryland, home telephone | |lwas interviewed FEDERAL
BUREAU OF INVESTIGATION (FBI) Special Agents (SAs)

| regarding a classfied report

received by the American Israel Public Affairs Committee (AIPAC)
in June 1984.

L lwas interviewed in the presence of her
Attorney]| | representing the law firm of FRIED,
FRANK, HARRIS, SHRIVER AND JACOBSON, 600 New Hampshi Avenue
N.W., Washington, D.C. (WDC), telephone #342-3622. i |

provided the following information:

| | advised that while she was employed by
AIPAC, she was She advised that she had been
emploved by AIPAC from the peraod of

"] She stated that the address

for AIPAC is 500 North Capitol Street, N.W., Suite 300, WDC,
telephone #638-2256. ~ She £ hered.advised that she does not
plan on returning to AIPACl |

| |advised that she first became aware of the
U.5. International Trade Commission Report on American Israeli
Free Trade when she received the report in June of 1984. She
stated that she received the report froml | who
as employed as| lwith AIPAC. [advised
that when she was given the report byl | she was told to
"keep it in a safe place"” but was otherwise given no specific

instructions regarding the report or regarding who initially
received the report for ATPAC.

|advised that as | | it was
her responsibility to study any reports or documents pertaining
to American Israeli trade and considered the receipt of this
report a very ordinary event. She did not know if it was common
knowledge at AIPAC whether or not AIPAC had possession of this
report. She stated she.receihed the report in June of 1984 and

bé
b7C

b6
b7C

kIC

Investigation an 1 2/1 9/8 5

by

o Wheaton, Maryland cie w

52B-18153"3

SAs

) JAH:Tlw 12/23/85

Date dictated

This documaent contalns neither recommendations nor concluslions of & {FBL It Is the properiy of the FBI and s loaned to youl agency:
it and 1t5 contents are not to be distributed outside your agency,
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Continuation of FD-302 of ,On , Page

2%

held on to it for a few weeks. She stated that sometime in

July of 1984, the Genexal Counsel for the U.S. Trade Representa-
tives (USTR) | |asked her if she had seen a copy of

this report. She advised | [that she had seen a copy

and for her to check with AIPAC General Counsel]| |

if he had any further gquestions regarding this document.

| advised that subsequent to her conversation
with]| [she turned the report over to someone at
ATIPAC but she does not remember specifically who it was. She
further advised that sh ipnformation reqarding who
provided this report toi |and that]| |daid not

indicate to her how she received it.

Idesc;ibed the report as being approximately
100 pages 1n length but stated she did net see a title to this
report. She further described this report as being a study by
the International Trade Commissioen (ITC) examining the different
product sectors in America and the possible impact these

sectors if duty free imports frem Israel were allowed. She
advised that she-did not utilize any of the information gleaned
from this report. She could not recall whether the report was
classified or not. :

| |does not specifically recall to whom.
returned the report at AIPAC but thinks it could have been|

l

She further advised that there was

general discussion of the report at AIPAC buﬁifhat_;hiﬁ_Was not
considered an es i ignificant matter. advised
that her became aware of the report
at the time of the newspaper articles regarding this matter.

could otherwise provide nc other

information relating to how the report ived by AIPAC

or who initially received the report.l |advised bé
that she has no pertinent information regarding this 570
matter and reguested that any future_contact of her by the FBI

be coordinated through her Attorney,] |

ho
hlcC
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FROM: SAC, WASHINGTON FIELD (52B-18153) (e) (c-4). SMET

UNSUBS; Theft and Unauthorized '~ - ‘.',‘ S e
Dlsclosure of ‘Documents from the g N
United States. Internatlonal Trade

a?

Commission . C S '
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»

“untess—otherwise noted—

. e -Re @ureaﬁ-&ifﬁél datéd‘ll/iS/BS,'captioned as |
. above, _ . DN : S, .

L

Enclosed for the Bureau are the orlglnal and

I four (4) coples of an LHM captioned as above and two N if‘ B
" = ng the interviews' of :
conducted by WFO on 12 19/85. b

r - . . bic
Captloned matter 1n1tially 1nvestlgated as an
esplionage matter {Prellmlnary Inquiry initiated 6/19/84).
In August, 1984, DOJ advised that captioned matter did
"not represent a violation.of the espionage statute.




WFO 52B-18153 o : .s%bQ%T‘

h On 9/18/84, Assistant United .States Attorney
(AUSA) CHARLES HARKINS declined prosecution of this matter’
under the Theft of Government Property. (TGP) v1olat10n.

"On 11/1/85, DOJ, Public Integrity Sectlon requested
re-lnvestlgatlon of captioned matter under captloned violations.

: Sgbsggnent ingestigatign‘éﬁ WEQ. xgvealed that
EMBASSY OF'
ISRAEL, WDC, was .the individual whe presented this document

to representatlves of the AMERICAN ISRARL PUBLIC AFFAIRS
COMMITTEE (AIPAC) in WbC. .

-Logical 1nvestlgatlon dlctates that
be interviewe . “However, due to- L
the fact thati and has been granted
1mmun1ty against prosecutlon in the U.S. .t WFO is con51der1ng
this matter closed. ~ WFO will re-open i i f autho;lty
As- granted regardlng the 1nterv1ew of| i L

ce - REQUEST OF. THE BUREAU

Liaison with- approprlate 0fflClalS at the DEPARTMENT
OF JUSTICE and at the U,S. DEPARTMENT OF STATErtQ_ﬁatﬂxanﬁc
procedure for obtaining authorlty to. interview L
regardlng captioned matter. - : '

mak- SEDRET
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o | ©  Washingtén, D.C. 20535 . SECKET
52B-18153 - . . " January I14, 19286 L

UNENOWN SUBJECT
THEFT AND UNAUTHORIZED DISCLOSURE
OF DOCUMENTS FROM THE
UNITED STATES INTERNATIONAL
TRADE COMMISSION;
THEFT QF GOVERNMENT PROPERTY

Offlgggqﬁugng_g Washington Field Office.

Date InVQsti at;ve Summary Pre

January 3, 1986.

Basis For Invest1gat_=g

The initial investigation regapdinag this matter b&
was based upon a complaint received from | bic
_Assoclate General Counsel, Office of the United Etates
Trade Repregsentative (USTR), 600 17th Street, N.W., Washington,

D.C. (WDC). The complaint alledged that person(s) unknown

had made available to .the Government of Israel, a confidential
report published by the International Trade Commission .
(ITC) outllnlng the probable effect ‘of .providing duty-free .
treatment of imports from Israel. N

*

This- document contains nelther recommendatlons
nor conclusions of the FBI. It is the. property

of the FBI and is loaned to your agency; it

and its contents are not to be distributed outside
your aggncy{

Classif by: G=3" . .

: . Declas : - OBDR_
=~ Bureau . S '
~ Washinaton. Fleld Offlce .
H:cad -

(6)




Tliis matter was 1n1tially investigated by WFO
as a p0351b1e violation of the espionage statute. The
preliminary inquiry regarding thisg investigation was 1n1t1ated
on June 19, 19484,

This prellminary inguiry determined that on January 25,
1984, the U.S. International Trade Commission (ITC), WDC,
was requested by the USTR to prepare a report for the President
relating to the establlshment of a free trade, area with
- Israel. .

: On May 31, 1984, 40 copies of the final report -
‘Were dlstrlbuted Wlth one copy deslgnated for the President,
28 coples to the. USTR, and 11 copies within the ITC.

On May 21, 1984,-a Department of COmmerCe (DOC)
employee was.in Jerusalem following the formal U.S. ~Israeli
" negotiations which had been held the week before. This

" employee met withl of thée Israeli
Delegatlon and for the .Israeli
Embassy in WDC. stated that he had received a

cable from the Israeli Embassy in WDC and then proceeded

to read from this cable what appeared to bé a full summary
of the report, including the conc1u51ons regardlng sensitive
productsL

. b6

b7C

On.or about May 30, 1984, prior to the USTR dlstrlbutlon

of the "final report", a member of the Trade Sub-Committee

of ‘the Senate Finance Committee notified USTR that after

a conversation with an employee of the "American ‘Israel
Public Affairs Committee®™ (AIPAC) in WDC, this member was
left with the impression that AIPAC had a copy of the SUbjeCt
report. This unidentified ATPAC member was famlllar with
the report 6 contents and conclu51ons.

O June 7. 1984, the Israeli Trade Ministry and

lunched assador William Brock| | -
of the USTR. recalled  that |was aware
.0 i& contents of the report. -

On June 12 and 13, 1984, information passed to

USTR indicated that certain members of Congress could acguire
coples of the ITC report through AIPAC.

-2 - - sf}eﬁnf
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On June 15, 1984, the USTR, general counsel telephoned
AIPAC employee Inguired if AIPAC had a
copy of the USTR report. advised they did.
- wias asked to return this confidential report and all copies.
Subgequently, of RIPAC, vontacted .
" USTR to claim no knowledge of the report himself and to
disassociate himself from such activities. A copy »f the
© USBTR report was subsequently delivered to USTR. . Also delivared
was a substantial portion-of 'a second ¢opy of the report
.in an unsorted cordition. The full report copy was a copy ~
of the "final report® and had no identifying mark on the-
outside cover which was clearly stamped confmdential. -
Thig indicates that this copy.was probably made prior. to
the May 30 delivery . to USTR. USTR officials advised the
significance of the npnauthorized disclosure of the contents
of the ITC report is that the bargaining position of the
United Statea was conmpromised and "Business Confidential”
“information used in the report was made available to the -
“public. This disclosure also impacts on the effectiveness.
of the ITC to solicit data from the U.S. busiress: community.
No national defense information Was, vtilized in the preparation
of the ITC report. ,

o " This mattex wTs_atnﬁieﬁ_hz_F.S- Department of -
Justice (poT) officials Internal Security

Section, and by Hr. | | General Litigation and.

' Legal Advice Section. oOn August 24, 1983, it was c‘ieterm:.na&

. that this matter did not represent a violation of the espicnage
‘ statute as it wis reported that no national defense infomat:.on_

X vas ut:.l:lzed in the preparation of tha. report.

: poOJ subsequently opineﬂ that a v:.ola.tion of. the
‘rheft of Government Property statute had occurred and that
the matter should be presented tg the local United States
Ai:torney‘s Dffice for. a prosecut:.ve opina.on. © .

on September 19,;. 1984, Asgisbtant Un:tted States
htto&:ney (AUSA) €harles Harkins, WDC, epined. that this
matter lacked prosecutive merit and declined. prnsacution
, under: the Theft of Gavernmen‘- rroperty statute.

On, November - l,. 1985, the Crminal Divislon of-
the DOJ advised WFQ that it has determined that aaditional .
. investigation should be conducted to ascertain responsibility -
for the unauthorized disclosure of this report. Specifieally,

b6
b7C

b6

S b7C
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it was requesteci that thls matter he investigated to determne
if offenses under 18 U.S.C. 641 (Theft of Government. Prapertyj
‘and 18 U,8,C. 1905 ‘(Disclosure. of Conflaentmal Bua:ness
Infomatlen) ‘ad occurred. _ .

M. | O3, Poblic Integrity .
Section, was designated to.coordinate this: iinvestigation. ) g?
A meeting took glace er 15, 1985, ‘at the Department. . : ¢
of Justice between and representatives of the .

Federal Bureauw of Investigation. (FBI} in an. effort to outline. o
‘investigative strategies. )

" 2s a zesult of the iuvestiqati ink er ©
being re-opened, two enployees at AIPAC ." L

) wera interviewed by IIFO.

b6
- - om Decembe:: 19, l19as, :l wvas 1 b7e,
WFO and advised that she was emploved as
for AIPAC during the pericd of
She also advised that ag an empiovee of ALPAC,; she
came avare of the trade repert prepared by the TITC.
e sd that ghe received khe report from |
for ATPAC, in apnrox:.mately Jane. of 1e84. '

" :Iexpla:.nec‘l that she atud:l.ed the report for . .
a few weeks before returning it to an unrecalled official b6 -
-at AIPAC, She Further advised that she had no information T biIC
regarding who initially received the report at ATPAC, who - :
. Erom the ITC, or the USTR ox who gave it to

. On )Jacember X ‘5¢| |mas .als_c interviewsd.
regarﬁing this zeport, adviged tha ' 3
‘the report from T
- fox the Israeli Tmbassy in WOC.: SRe GAVASEd LO& bE
gave her .this report in appzaximately Rpril of 198Z. . bic

She advised that] |ga.ve Ao specific inst:ructiona
regarﬁing the report and,; I1n Fact, she later learned that

the report was known ko be “floating around town® aand thak

the contents of the report vere common kncwledge to those
interested in these matters.

' bé
| statad she covla provide no- informatz.on n7c

rega;:ding wvho dmitially prova.ded th& xapart o

~4- | BE><ET
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L zott [ |and|
‘,by their attorney‘s daring their respectlve 1ntervieﬁs.

In an effort to loeate the J.ndiw.dual resPonsible
for releasing this report, the USTR conducted an internal )
:.nVestigatJ.on into this matter. This investigation reVealecl
that 78 copies of the document were made prior to May 30, .
1984, -Investigation revealed that“a large number of USTR
‘personne) had acecess to this docnwent. The :anestigatinn .
was :.nconclusiva ::egard:.ng who released ‘the report. :

COnclusions . I

b - Agproprz.ate off:.c.tals, at the U.S.- Departmen{: L
of -Btate -and ah ‘t:he- U.Se Departm,ent of Justice wi"l ba

‘reguested to raviey this matter and make X |
J Iﬁq‘arddimf the feasibility of interviewin .

concem:.ng captioneﬁ matter..

wse T s

b7C
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MEMORANDTUHM ‘ 1/28/86
TO: SAC, WFO (52B3-18153)
FROM: 554 | |

SUBJECT: UNSUBS;
THEFT AND UNAUTHORIZED DISCLOSURE OF
DOCUMENTS FROM THE U.S. INTERNATIONAL
TRADE COMMISSION

TGP

(00:WFO)

Ba telephone call of SSA to S5SA

| 1723/86.

By referenced telcall, SSA:requested that
captioned investigation be reopened by WFO. SSA stated
that Department of Justice had requested additional interviews be
conduct n furtherance of this investigation. Specifically,
SSA[:::ff:frequested that] | of the Israeli
Embassy and MR, | |]of AIPAC be interviewed by WFO

personnel to obtain all details regarding their contact with
documents mentioned in this investigation.

Ifurther advised that prior tol Ibeing
interviewed, authority should be obtained from the Israeli desk
at the U.S. State Department in view of| ]diplomatic

status.

ALL INFORMATION CONTAINED
HEREIN 1§ UNCLASSIFIEL
DATE 04-20-2009 BY 60324 uc baw/dk/sba

57 1% (53 10

SEARCHED, [NDEXED
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ALL INFORMATION CONTALINED
HEREIN I3 UNCLASSIFIED

-20-2 E0324 uc bawsdk/sbs
FD-302 (REV 3-10-82) DATE 04-2 00% BY 603 uc bhaw /3

FEDERAL, BUREAU OF INVESTIGATION
Date of transcription 3/21/86

American Tsrael Public AffairsvCommittee (AIPAC), 500 North

LY

Capitol Street, N.W., Suite 300, Washington, D.C., telephone be
{202) 638-2256 was interviewed by Federal Bureau o gtigation b7C
FB ial Agents (SAs)

- regarding a classified report received by ATPAC in June
o .

_|was interviewed in the presence of his b6
Attorney, | representing the law firm of b7C
WILLIAMS & CONNOLLY, the HILL Building, Washington, D.C.,
telephone (202) 331-5000. | provided the following
information:
lagvised that he iz employed at AIPAC in

the capacity of with responsibilities
pertai ressional Relations and for Lobbving on Capitol
Hill. advised that he first became aware of the
Internatlonal Trade Commission (ITC) report being at AIPAC on a b6

Friday afte i . He stated that on this b7C
occasion ith AIPAC advised him that
she recelIvewr @ Ccall rrom the U.S. Trade Representative (USTR)
General Counsel asking_her“Yhether she or_ anvone
at AIPAC ] ocument. advised that| |
that she had the document and at_that poin
that she return it to the USTR. @
S if it was true that she had this ¥éport and she
advised that she did have it. subsequently examined

the document to determine if it had any secret classification or
pertained to any United States 1 ense matters, Ei:f]
advised that he and went to the office of
| ‘ £ ATPAC and informed him of the
ent, inguired as to whether actually
had 1f ATIPAC had done anything j in having
1t. advised that he stated tof |that it

86 at Washington, D.C. File# 52B-18163-)3

3 , b6
) Q\"*--DDR:erw Date dictated 2/14/86 b7C
This document contains nelither recommendations nor conclusions of
the FBI. It is the property of the FBI and is loaned to your
agency; it and its contents are not to be distributed outside
your agency. .

Invegtigation on 2
SAs




FD-302a (Rev 11-13-83)

Continuation of FD-302 of On 2/13/86 Page2*

contained no National Defense information and that AIPAC did not
solicit the report. Both[ __Jwere
satisfied that AIPAC had not acted Lmproperly in possessing the
report.

| imnmediately called| lat the USTR to
make arrangements to return the document. The report was
subsequently returned to the USTR by a nmaﬁxa;42ﬁ_thg_ﬂl2?c office
staff. Prior to returning this document asked to
have a duplicate copy of the document made s of
the AIPAC could further examine the report.
advised that he saw no "secret classifications” on the report and

there were no indications that this was a report pertaining to
United States National Security. He further believed that ATPAC

had not acted improperly or illegally i in
its possession and thereafter, asked for
ATPAC to examine the document regarding the free trade issue
between the U.S. and Israel. He stated that retained
the duplicate copy of the report and fhat the original report was
returned to the USTR. advised that he did not

consider this report to be especially important and thought that
any controversy regarding the report had ended.

In November of 1985,| asked[ﬁ ]
about the report and she stated to him that it was generally
useless and that she had eventually thrown it away.

Regarding the identity of the individual who provided
the report to AIPAC,] |advised that he has no first

hand knowledge pertaining to this matter. He did gdvise that he
was told that Israeli Embassy official | had

ind rovided the report to a representatlve of AIPAC.
further advised that he had no information pertainihg
O who may have provided the report tol i
Jstated that 1t was his understanding
that several other Industries had copies of this report as well
as several people on Capitol Hill and that ATPAC did not der
o} this report an espec1ally 51gn1flcant matter. Efffj
Ei:f:ffiff]could otherwise prov1de no additional
relating to who may have provided the report to|
ont

further requested that any future ¢
coordinated through his Attorney,

b6
hIC
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bBicC
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FEDERAL BUREAU OF INVESTIGATION

#LL INFORMATION CONTAINED
HEREIN IS5 UNCLA33IFIED

DATE 04-20-2009 BY 60324 uc baw/dt/abs3 Date of transcription 3/13/86

” |

' Embassy of Israel, 3514 International Drive, N.W., Washington, -
D.C. telephone (202) 364-5692 was interviewed bIC
Bureau of Investigation Special Agents| |
and regarding the receipt of a U.S.

Internationl Trade Commission (USITC} report pertaining
to free trade between the U.S. and Israel,

During this interview.l | ua.s_a.cc.omna.n;ed.l
by|

| |for the Embassy of Israel, Washington, D.C.

bé
b7C

| |advised that at some unrecalled
time in 1984 he received this USITC report ?ertaining to

free trade between America and Israel. advised

that he received this document from someone that he -

would not identify. He indicated that he received this
information in his official capacity as a diplomat and that it
would be against the principles of diplomatic work to divulge
any information pertaining to the identity of the individual
who provided him the report. He further advised that it

is impossible within the professional ethics of a diplomat

to identify individuals who provide certain information

to a diplomat.

did state that the individual who
provided him with the report was not a U.S. Government Official
nor was he an employee of the U.S. Government.
indicated that there were numerous negotiators regarding
this free trade issue representing several U.S. Government agencies
including the U.S. Trade Representatives, the U.S. Treasury,
the U.S. Commerce Commission, the U.S. Department of State, bE
and the U.S., Department of Agriculture. He advised that bB7C
there were usually one or two principales representing each
of these agencies which would attend most negotiations.

He further advised that he thinks certain U.S. negotiators

- wanted the person who provided the report to know

about certain aspects pertaining to the United States

Investigation gn 3/7/86 at Washinq‘tﬂn, D.C. Fila & 52B_18153”[L‘
o35
B7C
by SAS AH 2 C - Ghate alctatea 3/13/86
»  This document contalns nelther recommendations nor conclusions of tha FBI, It is tha praperty of tha FB| and is loanead to you: agency;

it and its contents ara not to be distributed outsida your agency.
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and Israel. b7C

bb
B7C

. Regarding the availability of this report,l
advised that the report had been widely circulated among
the staff and members of Capitol Hill, as well as among

-various consultants representing the interest of each agency

affected by the free trade issue. He advised that the

-Government of Israel did not ask to receive the report

-

and stated that when the individual provided him with the
report, the transaction was not conducted in a discreet
Oor secretive manner.

| Jadvised that he furnished the report
to an employee at the American Israel Public Affairs Committee

(ATPAC) during the Spring or 84. He_believes
he gave the report to either or tof |

| indicated that this report was only part of a
package that he provided to AIPAC with other routine information.

I |advised that he could not recall
the specific period of time when he was given the report
but stated that the contents of the report were well known
by the time he had received it. [::::fi:]advised that
he did not try to conceal the fact that representatives
of Israel had this report in their possession. He further
stated that he believes that the controversy regarding
this report is extremely exaggerated and that in his opinion,
the fact that representatives of Israel viewed this report,
caused no economic damage to any U.S5. business or interest.
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Washington, D.C.
March 31, 1986

SEPEET

UNKNOWN SUBJECT
THEFT AND UNAUTHORIZED DISCLOSURE
OF DOCUMENTS FROM THE UNITED
STATES INTERNATIONAL TRADE COMMISSION;
THEFT OF GOVERNMENT PROPERTY

. i . . . ;
£ o imed—i :ligr:xng! roTreToms 3 :E.E.EE 2gi " 5
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Office of Origin: Washington Field Office.

Date Investigative Summary Prepared: March 14, 1986.

Basis for Investigation:

The initial investigation regarding this matter was
based upon a complaint received from| | b6
Associate General Counsel, Office of the United States Trade kC
Representative (USTR), 600 17th Street, N.W., Washington, D.C.
{(WDC). The complaint alleged that person{s) unknown had made
available to the government of Israel, a confidential report
published by the International Tr ade Commission (ITC) outlining

the probable effect of providing duty-free treatment of imports
from Israel.

This document contains neither
recommendations nor conclusions
of the FBI. It is the property
of the FBI and is loaned to your
agency; it and its contents are
not to be distributed outside

your agency.
SERRET
Classiti b G-3
Declass]i ofr~._OCADR
—Bur eau
ashington Field Office

- JAH:lasfor.
(6)
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Investigation to Date:

This matter was initially investigated by WFO as a
possible violation of the espionage statute. The preliminary

inquiry regarding this investigation was initiated on June 19,
1984.

This preliminary inquiry determined that on January 25,
1984, the U.S. International Trade Commission (ITC), WDC, was
requested by the USTR to prepare a report for the President
relating to the establishment of a free trade area with Israel.

On May 31, 1984, 40 copies of the final report were
distr ibuted with one copy designated for the President, 28 copies
to the USTR, and 11 copies within the ITC.

On May 21, 1984, a Department of Commerce (DOC)
employee was in Jerusalem following the formal U.S.-Israeli

negotiations which had been held the week before. This employee bé
met with| _ _ | blC
| [for the Israeli Embassy in WDC.
stated that he\had received a cable from the Israeli
mbassy in WDC and then proceeded to read from this cable what

appeared to be a full summary of the report, including the
conclusions regarding sensitive products.

On or about May 30, 1984, prior to the USTR
distribution of the "final report", a member of the Trade Sub-
Committee of the -Senate Finance Committee notified USTR that
after a conversation with an employee of the "AmerYcan Israel
Bublic Affairs Committee" (AIPAC) in WDC, this member was Ieft
with the impression that AIPAC had a copy of the subject report.
This unidentified AIPAC member was familiar with the report’'s
contents and conclusions.

Cn June 7, 1984, the Israeli Trade Minister andl | E?C
| |lunched with Ambassador William Brock and| |
of the USTR. [recalled that |was aware of the
contents of the report. '

On June 12 and 13, 1284, information passed to USTR
indicated that certain members of Congress could acquire copies
of the ITC report through AIPAC.

On June 15, 1984, the USTR general counsel telephoned b6
AIPAC employee| | and inquired if AIPAC had a copy of e
the USTR report. | [&dvised they did. [ ]was asked to
return this confidential report and all copies. Subsequently,

2 _ SEDRET
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of AIPAC, contacted USTR to claim no b7C

knowledge of the report himself and to disassociate himself from
such activities. A copy of the USTR report was subsequently
delivered to USTR. Also delivered was a substantial portion of a
second copy of the report in an unsor ted condition. The full
report copy was a copy of the "final report" and had no
identifying mark on the outside cover which was clearly stamped
confidential. This indicates that this copy was probably made
prior to the May 30 delivery to USTR. USTR officials advised the
significance of the unauthor ized disclosure of the contents of
the ITC report is that the bargaining position of the United
States was compromised and "Business Confidential" information
used in the report was made available to the public. This
disclosure also impacts on the effectiveness of the ITC to
solicit data from the U.5. business community. MNo naticnal
defense information was utilized in the preparation of the ITC
report.

This matter was studied by U.S. Depértment of. Justice
DOJ) offici Internal Secur ity Section, and by
General Litigation and Legal Advice Section. On be

August 24, 1984, it was determined that this matter did not b7c
represent a violation of the espionage statute as.it was reported

that no national defense information was utilized in the

preparation of the report.

DOJ subsequently opined that a vioclation of the Theft
of Government Property statute had occurred and that the matter
should be presented to the local United States Attorney's Office
for a prosecutive opinion.

On September 19, 1584, Assistant United States Attorney
(AUSA) Charles Harkins, WDC, opined 'that this matter lacked
prosecutive merit and declined prosecution under the Theft of
Government Property statute.

On November 1, 1985, the Criminal Division of the DQJ
advised WFO that it has determined that additional investigation
should be conducted to ascertain responsibility for the
unauthor ized disclosure of. this report. Specifically, it was
requested that this matter be investigated to determine if
offenses under 18 U.5.C., 641 (Theft of Government Property) and
18 U.S.C. 1905 (Disclosure of Confidential Business Information)
had occurred,

| DOJ, Public Integrity b6
Section, was designated to coordinate this investigation. A b7C
meeting took place on November 15, 1985, at the Department of

3 SERKET
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Justice betweenl |and representatives of the Federal
Bureau of Investigation (FBI) in an effort to outline
investigative strategies.

?ﬁ_ﬁ_ﬁ%sult of the investjgatiop into this matter being
re—opened emplovees at AIPAC

[ were interviewed by WFO.

On December 19, 1985J |was interviewed by WFO and
advised that she was emploved as for AIPAC during
the period of| i She also advised
that as an employee of AIPAC, she became aware of the trade
report prepared by the ITC. She indicated that she received the
report from |for AIPAC, in approximately
June of 1984.

[:::::]explained that she studied the report for a few bic
weeks before returning it to an unrecalled official at AIPAC.
She further advised that she had no information regarding who
initially received the report at AIPAC, who released it from the
ITC, or the USTR, or who gave it to| | '

On December lF;.l&ﬁS,' |w;§ also interviewed
regarding this report. advised that she received the report

fr om| | for the Israeli

Embassy in WPBC. She advised that| |gave her thlS report L6
in approximately April of 1984, b7C

She advised that[::;:::::]gave no specific instructions
regarding the report and, in fact, she later learned that the
report was Known to be "floating around town" and that the

contents of the report were common knowledge to those interested
in these matters.

[::::]stated she could provids i ion regarding
who initially provided the report to L6

b7C
On Pebruary 13, 1986,[ I
for AIPAC was interviewed by WFO.

|advised that he first became aware of this report
belng in the possession of AIPAC at some unrecalled date in the
spring of 1984.

At this time,l | advised thatl b6
informed him that USTR General Counsel | had b7¢

contacted her to determine if AIPAC had this report.
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It was determined by |that and
F::::lhﬂd_seeT the report and that it was his understanding Ehat
provided them with the report. | __ | stated

ONKNOWN SUBJECT

that the report did not pertain to U.S5. national defense matters
and that AIPAC had taken no action to solicit the report.

| Ag]advis d that he had no information
per taining to how had received the report. | |
did advise that he provided a duplicate copy of the report to

| before the original report was returned to USTR. In
November of 1985, | to1d] that she had discarded the
duplicate copy of the report at some time prior to November of
1985,

I |stated that AIPAC did nothing illegal or
improper by possessing the report and that once USTR contacted
AIPAC regarding the report, AIPAC took immediate action to return
it.

On March 7, 1986 was interviewaed at the
Israeli Embassy by WFO. acknowledged receiving the
report and passing it on to representatives of AIPAC. -

Regarding the receipt of this report,l:| citing
diplomatic immunity, claimed that it would be "impossible within

the professicnal ethics of his diplomatic positiop® entify
the individual who furnished the report to him. i did
state that this person was not a U.S. Government official or an
employee of the U.S5. Government. '

stated that this report was widely
disseminated before he received it and that, in his opinion, the
report contained 1little, if any, sensitive or useful information.

advised that he could not recall exactly who
he gave the report to at AIPAC, nor the approximate date he gave
them the report.  He advised that this report was not handled in
any type of secret manner and that everyone who had knowledge of
the report considered this matter to be very routine.

concluded by saying that in his opinion the
fact that Israel had the report caused no economic damage to any
U.5. business or interest and that the entire issue seems to have
received more attention than it deserved.
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UONKNOWN SUBJECT

Conclusion:

Investigation by WFO indicates that this report was
likely leaked while being prepared at the International Trade
Commission {ITC). A review of security procedures at ITC
disclosed the fact that there are no security procedures in place
that would prevent the outright theft or the prlntlng of an
"extra" copy of a report.

The internal investigation conducted by the USTR
concluded that the report was compromised by May 21, 1984, Also,
the first indication of AIPAC's possession of the report
preceeded or was coincidental with the delivery of USTR's copies.

As a result of this incident, both the USTR and the ITC
are re-evaluating their security procedures and changes will be
implemented as deemed appropriate.

In view of the above information and due to the fact
that | | has claimed diplomatic immunity in this matter,
active 1nvestigation into this matter will be discontinued at
WFC. Washington Field will be contacted by the USTR or the ITC
if pertinent information is developed regarding this or similar
incidents.

6* SEQEET




-

0-9 (Rev. 8.16.79) g ‘;

s

TRANSMIT VIA: ATIRTEL
CLASSIFICATION: DATE: _ 1/14/87
FROM: Director, FBI
TO: SAC, Washington Field (52B-18153)
UNSUBS ;

THEFT AND UNAUTHORIZED DISCLOSURES
OF DOCUMENTS FROM THE UNITED STATES
INTERNATIONAL TRADE COMMISSION;
THEFT OF GOVERNMENT PROPERTY

00: WASHINGTON FIELD

Enclesed for Washington Field are two copies of a
self-explanatory letter received from the Department of Justice,
dated August 25, 1986, classified Secret, pertaining to captioned
matter.

Washington Field should close your investigation based
on the enclosed letter.

Enclosures (2)

f

ALL INFORMATION CONTAINED
BEREIN IS UNCLASSIFIED
DATE 04-20-200% BEY 60324 uc baw/dk/sha

528 - 153l

SEARCHED______ INDEKED . -
- o
SERIALIZED_ 2%/ FILED _T{'l_,__

AN Y6 o

FBl ~ WASH. FIELD OFFICE
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Appendix #3-Denial of FOIA/MDR Release of Classified Trade Data



May 14, 2019

Mr. Grant Smith
Institute for Research
Middle Eastern Policy
Calvert Station

P.O. Box 3204]
Washington, D.C. 20007

Dear Mr. Smith:

This letter jg USTR’s fina] Tesponse to yoyr Tequest for sevep Product areag referenced jp “Probable
Economijc Effect of Providing Duty Free Treatment for U.S, Imports from Israel, lnvestigation No.
332-18¢” > under the reedom of Information Act,

FOIA Appeals Committee
Office of the United States Trage Representative
1724 F Street, N. W,

Washington, DC 20508

Sincerely,

CTVS T P,

Carmep Suro~Bred1'e
Chief FOIA Officer




EXECUTIVE OFFICE OF THE PRESIDENT

THE UNITED STATES TRADE REPRESENTATIVE
WASHINGTON, D.C. 20508

June 8, 2010
Mr. Grant Smith
Institute for Research
Middle Eastern Policy
Calvert Station
P.O. Box 32041
Washington, D.C. 20007

Dear Mr. Smith:

This letter provides the United States Trade Representative’s (USTR) response to your request
for Mandatory Declassification Review (MDR) of classified information titled “Probable
Economic Effect of Providing Duty Free Treatment for U.S. Imports from Israel, Investigation
No. 332-180".

I would note that request for this information was previously submitted by you under FOIA
(please see USTR responses dated February 20, 2009, and May 14, 2010 attached). In both
responses, USTR determined that the information should remain classified in the interest of
national security pursuant to Executive Order 12958.

Though not required (since a FOIA Review of this information has been conducted within the
last two years), the USTR has completed a Mandatory Declassification Review of the
information. This MDR resulted in a decision by the USTR for the information to remain
classified in the interest of national security pursuant to Executive Order 12958.

Should you wish to appeal this decision, you may submit your appeal, within 30 days of the date
of this correspondence, to:

Executive Secretary, ISCAP

C/O Information Security Oversight Office
The National Archives Building

700 Pennsylvania Avenue, NW, Room 100
Washington, D.C. 20408

Telephone: (202) 357-5250

FAX: (202) 357-5907

E-Mail: iscap@nara.gov

The point of contact for this correspondence is ‘ﬁ@‘? ucher, (202) 395-7048.

U.S* Trade Representative



EXECUTIVE OFFICE OF THE PRESIDENT
OFFICE OF THE UNITED STATES TRADE REPRESENTATIVE
WASHINGTON, D.C. 20508

February 20, 2009

Mr. Grant Smith
Institute for Research
Middle Eastern Policy
Calvert Station

P.O. Box 32041
Washington, D.C. 20007

Dear Mr. Smith:

This letter is USTR's final response to your request for “the complete report prepared by the
International Trade Commission to U.S. Trade Representative William E. Brock in preparation for
the U.S.-Israel Free Trade Agreement in 1984”, under the Freedom of Information Act.

Please be advised that, after a thorough review, it has been determined that the report should not be
declassified. The report is classified in its entirety, leaving no segregable portions available for public
viewing.

The report is being withheld in full pursuant to 5 U.S.C. §552(b)(1), which pertains to information that is
properly classified in the interest of national security pursuant to Executive Order 12958.

Inasmuch as this constitutes a complete grant of your request, [ am closing your file in this office.

In the event that you are dissatisfied with USTR’s determination, you may appeal such a denial, within
thirty (30) days, in writing to:

FOIA Appeals Committee ’
Office of the United States Trade Representative
1724 F Street, N.W.

Washington, DC 20508

Both the letter and the envelope should be clearly marked: “Freedom of Information Act Appeal”. Inthe
event you are dissatisfied with the results of any such appeal, judicial review will thereafter be available to
you in the United States District Court for the judicial district in which you reside or have your principal
place of business, or in the District of Columbia, where we searched for the records you seek. Should you
have any questions, please feel free to contact me or my assistant Jacqueline Caldwell at (202) 395-3419.

Sincerely,

Carmen Suro-Bredie
Chief FOIA Officer

Case File #08122049





