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BEFORE THE OFFICE OF THE 

UNITED STATES TRADE REPRESENTATIVE 

 
INSTITUTE FOR RESEARCH: 

MIDDLE EASTERN POLICY, INC 

) 

) 

) 

) 

Petition for Relief Under 

Section 301(a) of the Trade 

Act of 1974, as Amended,  

19 U.S.C. §§ 2411 et seq. 

PETITION 

The Institute for Research: Middle Eastern Policy (IRmep) represents American citizens and industries 
residing in 42 states concerned about trade, development and US Middle East policy formulation. IRmep 
also represents some of the US industries and organizations originally opposed to passage of the 1985 
US-Israel Free Trade Area.  (See Appendix #1) 

During the spring of 1984 American trade associations, companies and industry representatives provided 
business confidential information solicited through the Federal Register by the International Trade 
Commission and US Trade Representative for development of a classified 300+ page report on proposed 
duty-free entry of Israeli products into the US market. In 1984 the Israeli Minister of Economy Dan 
Halpern obtained the classified US government report Probable Economic Effect of Providing Duty Free 
Treatment for U.S. Imports from Israel, Investigation No. 332-180. Halpern passed it to the American 
Israel Public Affairs Committee (AIPAC) to lobby and engage in public relations in order to generate 
conditions favorable for passage of the FTA in the US. By request of the USTR, the FBI launched an 
investigation into how Israel and AIPAC obtained and circulated copies of the classified report during the 
most critical negotiation period. AIPAC was ordered to return the classified business confidential 
information, but instead made an unauthorized copy to continue leveraging the data against US industry. 
After Halpern claimed diplomatic immunity, the Justice Department closed down the investigation. US 
industries were never compensated.  The FBI investigation file wasn't declassified until the summer of 
2009. (See Appendix #2)  The USTR continues to refuse declassification and release of the trade report 
due to the extreme sensitivity of the data. (See Appendix #3)   

Section 301 of the U.S. Trade Act of 1974, “authorizes the President to take all appropriate action, 
including retaliation, to obtain the removal of any act, policy, or practice of a foreign government that 
violates an international trade agreement or is unjustified, unreasonable, or discriminatory, and that 
burdens or restricts U.S. commerce.”  

An analysis of the performance of all other US-bilateral FTAs reveals that they do not deliver a systemic 
advantage to any partner.  Whether one country or another has a trade surplus in any given year is a 
"random walk" responding to market forces.  In 2010, the US had a $31.43 billion surplus with its 
bilateral FTA partners, though in 2006 and 2007 these same agreements produced a narrow US deficit. 
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Figure 1 US‐Bilateral FTA Performance 

Because Israel unfairly leveraged business confidential information stolen from US corporations and 
industry groups to create new export oriented industries to penetrate the American market, it gained an 
unwarranted systemic advantage. The US-Israel FTA is an anomaly among FTAs in that it principally 
benefits the foreign party, providing a destination for 40% of Israel's exports.  It resembles a private 
industry funded foreign aid program more than a bilateral FTA.  In 2010 the US Israel FTA produced an 
$11.2 billion US deficit in goods trade.  Over the past 10 years, the US deficit has averaged $7.09 billion 
per year.  Since 1985 the cumulative US-Israel deficit in current dollars is $80.9 billion.  
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It is probable that if the US-Israel free trade negotiations and subsequent exchange had taken place 
without the misappropriation of classified US trade data, it would more resemble other US-bilateral trade 
agreement performance.  Absent the Israeli advantage achieved through data misappropriation, it is highly 
likely US-Israel trade would have been in parity, producing no systemic deficit for the US.   Under 
normal conditions, the US would have likely enjoyed a 50% share of bilateral flows, or $33.2 billion in 
additional exports to Israel.   

Assuming average wholesale margins of 20%, over the last ten years US exporters lost $6.64 billion due 
to this Israeli violation of the U.S. Trade Act of 1974. The 76 organizations opposed to the FTA (or their 
successors) have never been fairly compensated for Israel's theft and ongoing use of their confidential 
business information. 

This petition seeks Israeli government compensation for the trade data theft equal to a total $6.64 
billion settlement divided between the 76 US industry groups in proportion to their 10 year trailing 
gross revenue.  If the Israeli government refuses to pay, an import duty to generate $6.64 billion 
compensation over the next five years should immediately applied to Israeli exports to the US. 
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Appendix #1 – US Industries Opposed to the 1985 US­Israel FTA 
   



Abex Corporation 

AFL‐CIO 

AG West, Inc. 

American Butter Institute 

American Dehydrated Onion and Garlic 
Association 

American Farm Bureau 

American Fiber Textile Apparel Coalition 

American Hoechst Corporation 

American Mushroom Institute 

American Protective Services 

Applewood Orchards 

Apricot Producers of California 

Arkansas Industrial Development 

Axette Farms, Inc. 

Belger Cartage Service 

Bob Miller Ranch 

Byrd Foods, Inc. 

California Avocado Commission 

California Dried Fig Advisory 

California League Food Processors 

California Tomato Growers Association 

California Tomato Research 

California‐Arizona Citrus  

Casa Lupe, Inc. 

Davis Canning Company 

Dow Chemical, U.S.A. 

Ethyl Corporation 

Florida Citrus Mutual 

Furman Canning Company 

Gangi Bros Packing Co. 

Garden Valley Foods 

George B. Lagorio Farms 

Great Lakes Chemical Corporation 

Greater Chicago Food Brokers 

Harter Packing Co. 

Hastings Island Land Company 

Heidrick Farms, Inc. 

Hunt‐Wesson Foods 

King Bearings, Inc. 

Langon Associates 

Leather Products Coalition 

Letica Corporation 

California Farm Bureau Federation 

Liquid Sugar 

Mallet and Sons Trucking Company 

McGladdery & Gilton 

Monsanto 

Monticello Canning Company, Inc. 

National Cheese Institute 

National Milk Producers Federation 



New Jersey Food Processors 

Ohio Farm Bureau Federation 

Otto Brothers Farms 

Pacific Coast Producers 

Perrys Olive Warehouse 

Radial Warehouse Company 

Rominger & Sons, Inc. 

Roses, Inc. 

Rubber Manufacturers Association 
Footwear Division 

San Jose Chamber of Commerce 

South Georgia Plant Growers 

Sporting Arms and Ammunition 
Manufacturers Institute, Inc. 

Stephen Investments, Inc. 

Sun Garden Packing Company 

Sunkist Growers, Inc. 

Transport Associates, Inc. 

Tri/Valley Growers 

U.S. Bromine Alliance 

United Midwest Manufacturing Company 

University of California 

Victor A. Morris Farms 

Warren Hicks & Sons, Inc. 

Western Growers Association 

Westpoint Pepperell, Inc. 

Woolf Farming Co. 

Zonner, Inc. 
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Appendix #2 –Declassified FBI Investigation into Israeli/AIPAC Theft of 
Classified Trade Data 
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T1'IANSMIT VIA: PRECEDENCE:' CLASSIFICATlON:
 
liQ Teletype o Immediate o TOPSECRET
 

0,o Facsimile lil.Pliorlty ~ SEenET
 _ o	 Routine CONFIDENTIAL 
DUNCLAS EFT 0

•	 
f 

o UNCLAS, '_ _~ 
•	 DElte 10 W 0 

PM WASHINGTON FIELD (~-Se 131S!1i (p) (C-~ 
/' /Y, '\ 

TO DIRECTOR, FBI PRIORITY 
DECLASSIFIED BY 60:324 ue })a~,,/dJ.:jSbs 

ON 04-17-2009BT 

e e NFl BEN ~ I A ~ 

UNSUBS; THEFT OF CLASSIFIED DOCUMENTS FROM THE OFFICE OF 
.f' 

.r 
THE UNITED...sTATES TRADE REPRESENTATIVES; ESPIONAGE-ISRAEL; 

/ 
OO:W~{NGTON FIELD 

/-ALb ltARiEIli5S, Ne'!1{!IelofS JrUJ5 ;fYE!~ OF INFOMJ:l!!l:rleU 

SSIl'i'AIUEEI III ~IlIS eOlllll:JNI~IeN 1dU: e~9IFIEB nSEeRE~.n 

tftlfJESS e'fHERHISE !feTE£). 
,9~_'Ij;#" iler 

ON JUNE 19, 1984,[ ----ll ASSOCIATE GENERAL 

COUNSEL, OFFICE OF THE UNITED STATES TRADE REPRESENTATIVE, 

600 17TH STREET, NORTHWEST, WASHINGTON, D.C. ·(WDC), ADVISED 

THAT THE UNITED STATES TRADE REPRESENTATIVE FUNCTIONS TO 

ASSIST THE PRESIDENT OF THE UNITED STATES IN NEGOTIATING 

TRADE AGREEMENTS WITH FOREIGN COUNTRIES. AMBASSADOR 

WILLIAM BROCK HEADS THIS AGENCY AND. HOLDS CABINET LEVEL 

RANK. 

1 IEXPLAlNED THAT BEFORE THE I?RESIDENT CAN ENTER INTO 

~o 
LBS:sgt 
(4) 

Approved: Transmitted ---'--:=:---:-_ 

b6 
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o	 UNCLAS EFT 0 
o	 UNCLAS 

Date 

PAGE TWO DE WF '0017 eOMf15~NYlhn
 

A TRADE NEGOTIATION HE OFTEN ASKES THE UNITED STATES
 
, 

INTERNATIONAL TRADE COMMISSION (USITC) FOR ADVICE ON THE 
"'­

PROBABLE ECONOMIC AFFECT OF ANY AGREEMENT HE MIGHT NEGOTIATE.
 

IN THIS CASE, ADVICE WAS REQUESTED IN FEBRUARY OF 1984;
 

CONCERNING AN AGREEMENT WITH THE STATE OF ISRAEL. THIS
 

INFORMATION WAS RECEIVED FROM THE USITC DURING THE LAST
 

WEEK OF MAY. THIS INFORNATION WAS CLASSIFIED CONFIDENTIAL.
 

TWO DAYS PRIOR TO RECEIVING THE DOCUMENTS FROM THE 
r b6 

INTERNATIONAL TRADE COMMISSION', IL..-__IADVISED THAT HE HEARD b7C 

A RUMOR THAT THE AMERICAN ISRAELI PUBLIC AFFAIRS COMMISSION
Ef 

(AIPAC) ALREADY HAD RECEIVED COPIES OF THfS DOCUMENTS. 
:p	 ' 

__---'STATE! THAT APPROXIHATELY TIm WEEKS PASSED AND WHILEI I 
THEY WERE DECIDING WHERE AND WHO THIS INFORMATION ~'10ULD BE
 

DIVULGED TO, A CONGRESSIONAL STAFFER ADVISED THEM THAT
 

THE ISRAELIS WERE OFFERING COPIES OF THIS DOCUMENT TO
 

MEMBERS OF CONGRESS BECAUSE THE UNITED STATES TRADE REPRE­. 
SENTATlVE WAS SLOW IN DELIVERING THEM.
 

LAST FRIDAY, ON JUNE 15, 1984, GENERAL COUNSEL
 7 
UNITED STATES TRADE REPRESENTATIVE, I • ,-

b6 
b7C 

Approvad: Transmitted Per 
(Number) (Time) 
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CONTACTEDI'-- ....JloF THE AMERICAN ISRAELI PUBLIC AFFAIRS
 

COMMISSION AND ASKED HER IF AIPAC HAD A COPY OF THIS REPORT.
 

'-- 1REPLIED YES AND I ISAID THE MATERIAL WAS 

CLASSIFIED AND ASKED FOR IT TO BE RETURNED. 

LATER ON, THE DIRECTOR OF AIPAC TELEPHONED I
AND ADVISED THAT HE HAD NO KNOWLEDGE THAT AIPAC HAD OBTAINED 

A CLASSIFIED DOCmlENT AND HE STATED THAT THE MATERIAL WOULD 

BE RETURNED AND THAT THEY WOULD COOPERATE IN EVERY WAY IN 

ANY INVESTIGATION TO DETE~lINE HOW THEY RECEIVED A COpy OF 

A CLASSIFIED DOCUMEln. 

LATER ON THAT DAY, AN UNBOUND XEROX COpy OF THIS 

DOCmlENT WAS" DELIVERED BY AN AIPAC MESSENGER TO THE UNITED 

STATES TRADE RE~RESENTATlVE OFFICE. 

___IADVISED THAT ALL INFORMATION CONTAINED IN THIS 

DOCU~IE~T WAS CLASSIFIED CONFIDENTIAL OR BUSINESS CONFIDEN­

TIAL. THE HIGHEST LEVEL OF CLASSIFICATION IN THIS REPORT IS 

CONFIDENTIAL. I IESTlMATES THAT' BY OBTAINING TIllS DOCU­
- p,..,S I T"oA.J 

MENT, THE PRESIDENT'S NEGOTIATING ~ICI1<l:~ CONCERNING A 

TRADE AGREEMENT BETWEEN THE UNITED STATES AND THE STATE OF 

ISRAEL IS COMPROMISED BECAUSE THIS REPORT DIVULGES THOSE 

Approved: Transmitted Per 
(Number) (Time) 
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PRODUCTS AND INDUSTRIES THAT HAVE BEEN IDENTIFIED BY THE
 

INTERNATIONAL TRADE COMMISSION' AS BEING THE MOST SENSITIVE
 

TO IMPORTS FROM ISRAEL•. ALSO, THE REPORT BASICALLY STATES 

THAT THE UNITED STATES CAN LOWER DUTIES ON ALL GOODS BEING .	 {)('4lj 
IMPORTED FROM ISRAEL AND IT WILL ~ HURT kN't tlN:!tED SlATES- ~/~::.::-

~NCGSTRIES EXCEPT SEVEN INDUSTRIES. THESE INDUSTRIES ARE 

LISTED IN THIS REPORT. 

____~~VISED THAT THIS DOCUMENT WAS STOLEN OR GIVEN
 

TO THE AIPAC BY EITHER A ME~ffiER OF THE UNITED STATES TRADE
 
b6	 .~..	 ~ 
b7CREPRESENTATIVE STAFF 0/ THE INTERNATIONAL TRADE COMMISSION.
 

,I IADVISED THAT HE BELIEVES THE COpy CAME FROM THE
 

INTERNATIONAL TRADE COMMISSION BECAUSE ALL INTERNAL COPIES
 

KEPT AT THE UNITED STATES TRADE REPRESENTATIVE ASSOCIATION 

WOULD HAVE AN INTERNAL DOCUMENT CONTROL NUMBER IN THE UPPER , 

RIGHT HJI.ND CORNER OF THE COVER PAGE. THE DOCUMENT IDENTIFIED 

AS HAVING BEEN RETURNED FROM AIPAC HAD NO SUCH NUMBER.
 

INVESTIGATION CONTINUING, FBIHQ WILL BE ADVISED OF
 

PERTINENT DETAILS.
 

e B¥ seS4, BaeD: e~R. 

BT 

Transmitted Per 
(Number) (Time) 
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ON JUNE 19, 1984, I IASSOCIATE GENERAl. 

COUNSEL, OFFICE OF THE; UNITED STATES TRADE REPRESrnATIVE, 

50" 17TH STREET, OORTHWEST, 'WASHINGTON, D.C. ·(WOO, ADVISED 
- - . 

tHAT THE UNITED STATES TRADE REPRESENTATIVE FUNCTIO NS TO 

ASSIST THE PRESIDENT OF THE UNITED STATES IN NEGOTIATING 

TRADE AGREEMENTS WITH FOREIGN COUNTRIES. AMBASSAOOR 

WII.LIAM BROCK HEADS THIS AGENCY AND HOI.DS CABINET I.EVEI. 
- . 

RANK. 

DE:X~LAINED THAT BEFORE THE PRESJPEr-lT~AN ENTER lJilO 
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A TRADE NEGOTIATION HE OFTEN _ASKES THE UNITED STATES 

INTERNATIONAL TRADE COMMISSION (USITC) FO,R ADVICE ON THE 

PROBABLE ECONOMIC AFFECT OF ANY ,AGREEMENT H!:: MIGHT NEGO TIATE. 

IN THIS CASE. ADVICE WAS REQUESTED IN FEBRUARY OF 19B4. 

CONCERNING AN AGREEMENT WITH THE STATE OF ISRAEL. 

INFORMATION WAS RECEIVED FJOM THE USITC DURING THE 

THIS 
, 

LAST 

WEEK OF MAY. THIS INFORMATION WAS CLASSIF"lED CONF"lDENTlAL. 

TWO DAYS PRIOR TO RECEIVING THE DOCUMEnS FROM THE 

I'lTERNATlONAL TRADE COMMISSION. I'--__IADVISED THAT HE HEAR~ 

A RUl'XlR THAT THESAMERICAN ISRAELI PUBLIC flFFAIRS COMMISSIoN 

CAIPACl ALREADY HAD Il..ECE]VED OJe.~ES_OF IHESLQ9CUtllENTS. 

b6 
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__ISTATED THAT APPROXIMATELY TWO WEEKS PASSED AND WHILE 

THEY WERE DECIDING WHERE AND WHO THIS INFORMATION WOULD BE 

DIVULGED TO. A CONGRESSIONAL STAFFER ADVISED THEM THAT 

THE ISRAELIS WERE OFFERING COPIES OF THIS DOCUME~lT 10 

ME:£ERS OF CONGRESS BECAUSE THE UNlT!::D 
( 

SE.NT ATlVE WA~.•~LO WIN DELIVE.::.RI:.;N::G:....:.T.:.:;HE::;X.:;:. 

STAT""S TRADE 

_ 

RrP?Er .. 

LAST FRIDAY. ON JUNE 15. 1964. GENERAL 

UNITED STATES TRADE REPRESHTATlVE.\L-­

COUNSEL FOR 
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THE
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CONTACTED I 10F THE AMERICAN ISRAELI PUBLIC AFFAIRS 
b6 

COMMISSION AND ASKED HER IF AIPAC KI\D A COpy OF THIS REPORT.D b7C 

I IREPLIED YES AND~ . IS~ID THE MATERIAL WAS 

C-ASSIF"lED AND ASKED FOR IT TO BE RETURNED. 

LATER ON, I 10F AIPAC TELEPHONEDI _ 

AND ADVISED THAT HE HAD NO KNOWLEDGE THAT AIPAC HAD OBTAINED 

A CLASSIF"lED DO CUMENT AND HE STATED THA T THE MA TERIAL WOULD 

BE RETURNED AND THAT THEY IoQULD COOPERATE IN EVSRY WAY IN . ~ 

ANY INVESTIGATION TO DETERMINE HOW THEY RECEIVED A' COpy OF 

A CLASSIFIED DOCUMENT. 

LATER ON THAT DAY, A4!:-, UNBOUND~8.Q.X COpy 9F THIS 

DO CU MEFT WAS DELIVERED BY A.Il.AlEac...r~.t?g~p:R TO Till;: UIlITED 

STATES TRADE REPRESENTATIVE OFFICE. 
~ _0.,.':"_ -4 '_0 

L-__IADVISED THAT ALL INFORMATION COrHAINED IN THIS
 

DOCUMENT WAS CLASSIFIED CONFIDENTIAL OR BUSINESS CONFIDEN­
b6 
b7CTIAL. THE HIGHEST LEVEL OF CLASSIFICATION IN THIS REPORT IS 

CO NFIDENTIAL. I IESTIMATES THA T BY 03 TAINI NG THI S DOCU­

MENT, THE PRESIDEFT'S NEGOTIATING· POSITION C01-lCERNING A 

TRADE AGREEXENT BETWEEN THE UNITED STATES AND THE STATE OF 

ISRAEL IS COMPROMISED BECAUSE THIS REPORT DIVULGES THOSE 
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PRODUCTS AND INDUSTRIES THAT HAVE BEEN IDEFTlF"lED BY THE
 

INTER,NATIONAL TRADE COMMISSION AS BEING THE MOST SEIJSITIVE
 

TO IMPORTS mOM ISRAEL. ALSO, ~E REPaR.T BASICALLY STATES
 

THAT THE UNITED STATES CAN LOWER DUTIES ON ALL GOODS BEING
 

IMPORTED mOM ISRAEL AND IT WILL ONLY HURT
 

SEVE N I NDUSTRIES. THESE INDUS TR IES ARE
 

LISTED	 IN THIS REPaRT. 

__IADVISED THAT THIS DOCUMENT WAS STOLEN 0 R GIVEF 

TO THE AIPAC BY EITHER A r-1Er13ER OF THE UNITED STATES TRADE b6 
~ r	 

b7C•
~EPRESENTATIVE ST~F O~ THE INTERNATIONAL TRADE COMMISSION/ 

I 'IADVISED THAT HE'BELIEVES THE COpy CAME FROM THE
 

UlIER1LHIOM~I_.I.R.ADE~~lISSION BECAUSE ALL INTERNAL COPIES
 

KEPT AT THE UNITED STATES TRADE REPRESENTATIVE ASSOCIATION
 

WOULD HAVE AN I NTER NA~L~D.:::.O~CU~M.:.::E:.::N:.;.T-:::;CO::..::Nm~L NU~,S:R.-ltL:na;~-uP...p~
 

RIGHT HAND CORNER OF THE COVER PAGE. THE DOCUMENT IDENTIFIED
 

AS HAVING BEEN RETURNED FROM AIPAC HAD NO SUCH NUM3ER.
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Dat,,: 8/13/811 

... ­
TOI DIRECTOR. FBI 

FROM: SAC. WASHINGTON FIELD OY7IC~' (65C-13191) (P) (CI-7) 

UNSUES: 
THl'.:ll"T OF' CLASS I?1m DOClJ).{ENTS FRCM
 
THE UNITED BTATES TRADE REPRESE:NTATIYES :
 
ESPIONAGE-ISRAEL .
 
00: Wl"O 

All markings. not&tione. and it:ems of iufol::LlI&tion 
contained in this COlLUlUll±catioll aLe clasl!Jified "SEC'ftli:'f'" un:lesB 
et::herwise ftot:eei. 

He WFO tel to Di.rector dated 6/20/BII. 

~nclosed for the Bureau are the original and four 
copies of an LHM dated and captioned as above. 

Prel~inary investigation by WFO indicates that the 
confidential report on trade with Israel was likely taken while 
being prepared at the International Trade Commission (ITC). A 
cursory revie~ of security procedures at.ITC disclosed no 
security procedures are in place that would prevent outright 
theft or the printing of an "extra" copy of the report. 

This confidential report contains no national defense 
information and was orignally classified to protect the U.S. 
bargaining position during negotiations with Israel. The 
"Eusiness Confidential" information identifies seven U.S. 
industries that would be harmed by lowering import tariffs on 
Israel products. . 

on. 
55B 
OADa 

&bureau. (l~nc. 5) 
~-Washington Yield 

MP'R: ldj' 
(3) 
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Personnel at U8T.R and rTC were most angered by the fact 
that the American-Israeli Public A~fairs Commission (AIPAC) had 
apparently attampted to influence members of Congress with the 
use of a purloined copy of the ITC report and had unsurped their 
authority. 

WFO files disclose that AIPAC is a powerful pro-Israel 
lobbying sroup staffed by U.8. citizens. WFO files contain an 
unsub~tantiated allegation that a member of the Israeli 
Intelligence Service was a Btaff member of AIPAC. 

REQUEST OF THE BUREAU 

The Bureau is requested to coordinate this matter with 
the appropriate officials at the DEPARTMENT OF JUSTIC~ for a 
prosecutive opinion. 

- z· ­
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DEC.LAS:::·IFIED BY (3 I324 UI~ b8.l<T/dJ.:/3bs 

.,­ON 04-17-:00~~ 

U.S. DEPARTMENT OF JUSTICE
 
FEDERAL BUREAU OF INVESTIGATION
 

WASHINGTON FIELD OFFICE
 
WASHI~TON. D.C. 20535
 

August 6. 19B4
 

UNKNOWN SUBJECTS;
 
TH::E:rr OF CLASSIFlED DOCUM.E:NTS P"ROM
 

THE OFFICES OF
 
THE UNITED STATES TRADE REPRESENTATIVES:
 

ES~IONAGE-ISRAEL 

PRELLMINARY INQUIRY 
(INITIATED JUNE 19. 1984) 

~(. All markin~e. noea~±Oft8. ana 1~em9 e£ inio~a~ieft 
een!:sineei in 'this COhkllt:llZicat±on ar I!: cl8:f!J!!i£ieei .... SEGnFP.. 'tlr'J:l:es9 
e~~er"iee noeed. 

OFFICE OF ORIGIN: WASHINGTON FIELD OFFICE 

DATE INVESTIGATIVE SUMMARY PREPARED: August 13.1gB'! 

BASIS FOR INVESTIGATION: 

~ -=I~n~v~e~s~t~i~s~ation 1S based upon a complaint received from 
'-=-:,........,,....----..,,....- -:-1 Associate General Counsel. Office of the b ,C 

United States Trade Representative (USTR). 600 17th Street. NW. 
Washington. D.C. (WDC). This complaint alledges that peraon(a) 
unknown had made available to the government of Israel. a 
confidential report pUblished by the International Trade 
Commission outlin1ng The Probable Effect of Providing Duty-Free 
Treatment of Imports from Israel (332-180). 

INVESTIGATION TO DATE: 

On January 25. 1984, the U.S. Internat10nal Trade 
Commission (ITC). WDC. was requested by the USTR to prepare R 
report for the President relating to the establishment of a free 
trade area with Israel. Th1S repor~ was to be RVR1lable w1th1n 
fou~ month. The first w prehear1ng report- was pub11shed Apr1l 4. 
1984. by ITC. Twenty cop1es we~e distributed with1n ITC to key 

This document contB1ns ne1ther recommendat10ns nor 
conclus10ns of the FBI. It is the property of the FBI 
and 1S loaned to your agency: it and its contents are 
not to be distr1buted outside your agency. 

558 
OADR 
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UNKNOWN SUBJECTS 

personnel. On May ,3. 1.984. five more copies were di-st.ribut.ed 
wit.hin ITC for senior st.aff/editorial review and for review by 
t.he six ITC Commissioners. On May 1.6 .. .1984. 1.3 more copies 
called "Act.ion Jacket." copies were distributed within ITC as a 
device for recording the clearances and comments of the 
commissioners. On May 31.. 1.984, 40 copies of the final report 
were distribut.ed wit.h one .copy to ·the President,. 2B copies to 
USTR. and 1.1. copies within ITC. One copy of the statistical 
appendix to the sUbject report. was made available t.o USTR on May 
9 • .1~4. to assist in the preparation of testimony before 
Congress. No ot.her copies were available to any other 
individuals or agencies until May 30. 1.984. 

On May 2.1. 1.984. a DEPARTMENT OF COMMERCE (DOC) 
employee was in Jerusalem following the formal U.S.-Israeli 
negotiations which had been held tbj week before. ThiS e~ployee 

met with al _of the Israeli delegat.ion and 
I, 

b7C 
an Israeli Embassy official from WDC. I Istated he had 
received a cable from the Israeli Embassy in WDC and then 
proceeded to read from this cable what appeared to be a full 
summary of the report. including the conclusions regarding 
sensitive products. 

On or about May 30. 1.984. prior to the USTR 
distribution of the "final report." a member of the Trade 
SUbcommit.t.ee of the Senate Finance Committ.ee notified USTR that 
aft.er a conversation wit.h an employee of the AIPAC. WDC, this 
member was left with the impression that AIPAC had a copy of t.he 
subject report although they did not offer a copy to this 
employee. This AIPAC member was familiar with the report's 
contents and conclusions. 

On June 7. 1.984. the Israeli trade minister jnd I
 
lunched with Ambassa~Qr WII,I.fAM BROCX I _ USTR=~.---- b~J
I ~ecalled thatL Jwas aware-o~f~t~h-e--c-o-n-.t-e-n-t-sof the b7C
 
report. 

On June 1.2 and 1.3. 1.984. information passed to USTR 
indicated that certain members 'of Congress could acquire copies 
of the ITC report through AIPAC. 

On June i5, i9~ the U9TR general counsel telephoned 
AIPAC emPIOyee~ and inqUired if~had a copy of 0' 

the US~ report. advised they did. was asked to l)iC 

·return this confidential report and all cop es. Subsequently.
I lof AIPAC, contacted USTR. to claim no 
knowledge of the report himself and to disassociate himself from 
such activities. A copy of the USTR report was subsequently 

- 2 ­



UNKNOWN SUBJECTS .". 

delivered to USTR. Also delivered was a Bubstantial portion of a 
uecond copy of the report in an unsorted condition. The full 
report copy was & copy of the "final report" and had no. 
identifying mark on the outside cover which was clearly stamped 
confidential. This indicates that this copy was probably made 
prior to the May 30 delivery to USTR. USTR officials advised the 
significance of the unauthorized disclosure of the contents of 
the ITC report is that the bargaining position of the United 
States was compromised and "Business Confidential" information 
used in the report was made available to the public. This 
disclosure also ~pactB on' the effectiveness of the ITC to 
solicit data from the U.s. business communi·ty. No national 
defense information. was utilized in the preparation of the ITC 
report. 

OBJECTIVE:: 

To identify individual{s) responsible for the 
unauthorized disclosure of the contents of the ITC report to the 
government of Israel and employees of AIPAC through interviews of 
ITC personnel and congressional staff aides. 
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.. ".. . . '" , ", . 
TO ,aI WASHINGTON ~IEL' O~~IC[ (bSC-131~1) KOUTINE 

aT 

11 E , R E: T 

UNsuas, THEfT OF ClASSIFIE) 'OCUMENTS ~ROM THE UNITED STATES 

TRA'E REPRESENTATIVES; ESPIONAGE-ISRAEL; OO:WFO 

TIIIS CQI'\1'1.mIEATI91l IS ClJcS!iIFIEll' "SE ERET" Iii In EfiTIRHV. 

RE WASHINGTON FIELD OFFICE AIRTEL, AND ENCLOSED LHM, DATED 

AUGUST 13, l~a~. 

IN 'ISCUSSIONS WITH THE 'EPARTMENT OF JUSTICE (DOJ} 

REGARDING CAPTIONED CASE, DOJ OPINED THAT CAPTIONED MATTER DID 

NOT REPRESENT A VIOLATION OF THE ESPIONAGE STATUE AS IT WAS 

REPORTED THAT NO NATIONAL DEFENSE INFORMATION WAS UTILIZED IN 

THE PREPARATION OF THE REPORT. DOJ ADVISED A VIOLATION OF THE 

THEFT OF GOVERNMENT PROPERTY (TGP} STATUS HAS OCCURRED AND THAT 

THE MERITS OF THE TGP VIOLATION SHOULD. BE PRESENTED TO THE LOCAL . 
UNITED STATES ATTORNEY'S OFFICE FOR A PROSECUTIVE OPINION. 

\ TJ::a :lP {3]- !/3D/!~ ~a5aJS ~S7D 

.\ 1 ­
SEE NOTE PAGE THREE 

\ b7C 
\, 0~....,-r'--------' 

: b6 

.\ 
\ 
\. 

\ 
\ 



. .. ,...~~.-

.' 
--~ ,

" 

", 

':., 

.~. " .. ~ 

.' 
'.:: 

... -.. 
" 

·IT, 
:.~ 

-~ ..';~. ..... 
. ...... f:' ,.'J 0:"" '::~::::':o: ~. , ",' 

" ':: ,.: . ," 

," ',. " 

...';;.-.~-,;. :­
.,' 

::~ ..: 

" 

...
 

. ,~' 

," 

" 

.l 

" 
.,.: " 

I 



• • ..~ . .. :"," . ' , 

,.. . .: 
, .." I.' ." " " ',,'... , J 

~ .~.":,, "... ...... .. ~.. 
'.~ .: .~, ~;~ ,,' ..' ~:.;~~ 

,"'. 
.: . .' " ..~ 

PAGE THREE 
• ~,-.r ,.,' ...'. ~.:r.·,,; ,.1' 

IIQTE: "'/'" , ·S'''''''':'',.~' . 
. . .."~ .. : . .,. ': ",-,":. ~: .\~ . ~ ::~:~:.' .... ~. ­
,'.,' :-.' ,: THIS CASE WAS PREDICATBUPON R'ECEIPT OF INFORMATION FROM THE 
, 'OfFICE OF THE U.S. TRADE REPRESENTATIVE {USTRh ON lo/l'V!'!. U,STR 

, HA~ REQUESTE~ THE U;S. INTERNATIONAL TRADE COMMISSION {ITC} TO
 
PREPARE A REPORT REGAR~ING'THE EFFECTS OF LO~ERING IMPORT TARIFFS
 
ON ISRAEL PRO~UCTS. 'THE REPORT CLASSIFIED "CONFIDENTIAL" CONTAINS
 
NO NATIONAL ~EFENSE INFORMATION. BEFORE THE REPORT ~AS MADE
 

, AVAIL~BLE TO THE USTR, THERE WERE REPORTS THAT THE AMERICAN
 
ISRAELI PUBLIC AFFAIRS COMMISSION {AIPAC} HAD ALREADY RECEIVED
 
A COpy OF THE REPORT. USTR CONTACTED AIPAC AND AIPAC SUeSEQUENTLY
 
RETURNED A COpy OF THE REPORT TO THE USTR. ~_"
 

THIS M~TTER WAS DISCU~SED WITHI l INTER~AL, \ b6
SECURITY SECTION, DOJ, ON !/21/11'!; WITH SSAI ~ FUGITIVEI I b7C: 
GENERAL GOVERN~ENT CRIMES PROGRAM, ROOM SOb2, ON !/24/!4; AND WITH ' 

I JGENERAL LITIGATION AND LEGAL ADVISE SECTION, DOJ, 
ON AUGUST 24, 1,a4. ' j 

, . -, 

THIS COMMUNICATION IS TO ADVISE UFO THAT THE DOJ HAS 
RECOMMENDED THAT CAPTIONED MATTER BE PRESENTED TO THE UNITED STATES 
ATTORNEY OFFICE FOR A PROSECUTIVE OPINION REGARDING VIOLATION 
OF THE TGP STATUE AS THE MATTER WOULD NOT WARRANT PROSECUTION 
AS A VIOLATION OF THE ESPIONAGE STATUE. 



;. U.S. n-epartmeAJustice 

Federal Bureau ofInvestigation 

In Reply, Please Refer to Washington Field Office
 
FU.No. 52B-18153 Washington. D. C. 20535
 

September 19. 1984 

United States Attorney. 
Washington. D. C. 20001 

Attention: Assistant united States Attorney 
(AUSA) Charles Harkins 

Re: Unknown Subjects;
ALL INFOPJIATION CONTAINED Theft of .C1assified Documents 
HEREIN IS UNCLASSIFIED From The United States Trade
DATE 04-17-2009 BY 60324 uc baw/dk/sbs Representatives; Theft of 

Government Property 

Dear Sir: 

Please recall a conversat~on between AUSA Charles Harkins b6
and Special Agentl Jof this ofJ;ice on September 18 •. b7C 
1984. On this occasion. the following facts were discussed: 

On January 25. 1984. the U.S. International ·Trade Com­
mission (ITC). Washington. D. C•• was requested by the united States 
Trade Representatives (USTR) to prepare a report for the President 
relating to the establishment of a free trade area with Israel. 
This report was to be available within four months. The first 
"pre hearing report" was published April 4. 1984. by ITC •. 

On or about May 30. 1984. prior to the USTR distribution 
of the "final report.... a member of the Trade Subcommittee of .the 
Senate Finance 'Committee notified USTR that after a conversation 
with an employee of the AIPAC. Washington. D. C •.• this member was 
left with the impression that AIPAC had 'a copy of the subject 
report. 

On June 15; 19~4 the USTR general courise1 telephoned bo 
AIPAC emp10yee~~____ and.in~ if AIPAC had a copy.of b7C 
the 'USTR repor£:'l a vised ei '. was asked to 

5J. -IB J ~- a.,,,-~ 
2 - Addressee
 
2 - Washi~gton Fie1d.O£f·ce SEARCHED ~D
 

SERIALIZED IL1 ~~~U-,f/~) .~ t.S:C·/?'I'ifh TVW' I­
1 ••~g SEP 191984( 

, (4) ~ 

L...:__--->'(;/J:lI---l FBI/OO.J 
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return tqis report and all copies. Subsequently, II JOf AIPAC, contacted USTR, to claim no kno~w~l~e~d-g-e--o-f~t~h~e 
report himself and to disassociate himself from such activities. 
A copy of the USTR report was subsequently deliv~red to USTR. 
Also delivered was a sUbstantial portion of.a second copy of the 
report in an unsorted condition. The full report copy was a copy 
of the "final report" and had no identifying mark on the outside 
cover which was clearly stamped confidential. This indicates 
that this copy was probably made prior to the May 30 delivery to 
USTR. USTR officials advised the significance of the unauthorized 
disclosure of the contents of the ITC report is that the bargain­
ing position of the united States was compromised and "Business 
Confidential" information used in the report was made available 
to the public. No national defense information was utilized in 
the preparation of the ITC report. 

The USTR conducted an internal investigation into the 
unautyhorized release of the document. This investigation re­
vealed that 78 copies of the document were made prior to May 30, 
1984, a large number of USTR personnel had access to the document. 
The investigation was inconclusive as to who released the document. 

Represe~tatives from FBIHQ discussed the case with 
Department of Justice (DOJ) officials and the DOJ officials stated 
the matter did not present a violation of the Espionage Statute 
because no national defense information was utilized in the pre­
paration of the report. DOJ advised a violation of the Theft of 
Government Property (TGP) statute has occurred and that the 
merits of the TGP violation should. be presented to.the local U.S. 
Attorney's Office for prosecutive opinion. 

AUSA Harkins and S~ Idiscussed the matter and
 
both agreed the case lacks prosecut1ve merit. Thus, AUSA Harkins
 
declined prosecution of the matter under the TGP statute.
 

In view of AUSA Harkins' opinion, this office will not
 
investigate the matter any further.
 

Sincerely,. 

Norman A. Zigrossi . 
Special Agent in Charge 

By: I I 
Supervisory Special Agent 

b6 
b7C 

b6 
b7C 

b6 
b7C 
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DECL~;;~n:TED·'BY, 60324 lie baT.T/dk>Sb;' 
DN O,~ol')-2009, • 

• 
TRANSMIT VIA: 
o Teletype 
o Fecslmlle 
~ AIRTEL 

( • !",':' 'FBI' 
~ " " 
~ ... , 

PRECEDENCE: 
o immediate 
o PrIorIty 
o 'Routk1e 

, -', 

'. " 

~) "~:: 

,ClASSIFICATION: , ,,',:.;, ' 
o TOP SECRET -, 
o SECRET c"," :' 

o CONFIDENllAl :" ',c' 

o UNCLAS EFT 0 
o UNCLAS " 

Date 9/21/84 

TO: DIRECTOR, FBI , ,
.' ;. ", '~ 

• !', ' . :. 

FROM: SAC, WASHINGTON FIELD OFFICE (65C-13191) (e) (CI-7) 

THEFT OF CLASSIFIED DOCUMENTS FROM 
THE UNITED STATES TRADE REPRESENTATIVES; 
ESPIONAGE-ISRAEL 
OO:WFO 

. Al~ lIla..]~if1!S, Re~ati~fte a!u! 
cOl1Lazl1ed 0111 Uu.s COltUuulu:caLxOll aLe 
aaleaa eehe:wiee noted. 

i~em6 ef iftfe~a_ieft 
1 'f' d ••~...c:taSS::L ::Le ~~. 

Reference Butel to WFO, 8/27/84. 

Referenced communication advised that captioned matter 
had been coordinated with the DEPARTMENT OF JUSTICE (DOJ) and 
that the DOJ had determined that no violation of an espionage 
statute had occured inasmuch as national defense information 
was not used in the preparation of the USTR report. DOJ 
recommended this matter be pursued as a Theft of Government 
Property (TGP) and that a prosecutive opinion be obtained 
from the U.S. Attorney, Washington, D.C. 

On 9/18/84, Assistant U.S. Attorney (AUSA) CHARLES 
HARKINS advised that he had revie~ed the captioned matter and 
decided that this case lacks prosecutive merit under the TGP 
statute and therefore declined prosecution. 

Based upon the above prosecutiv~ opinion, this matter 
is considered closed. 

S E RET 
Classi~~ ny: G-3 
Decl ify : OADR 

2-Bureau 
l-Washington Field 
MFR:ced 

~/
• 

Approved; Transmitted Per 
(Number) fOrm 
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FD·36 iRev, 6.26.621 

FBh 

TRANSMIT VIA: PRECEDENCE: CLASSIFICATION: 
o Teletype o Immediate o TOPSECRET 
o Facsimile o Priority o SECRET
 
:lO /lUTE!, o Routine o CONFIDENTIAL
 

o UNCLAS EFT 0ALL INFORMATION CONTAINED o UNCLASHEREIN IS UNCLASSIFIED 12/6/84
DATE 04-17-2009 BY 60324 uc baw/dk/sb~ Date 

TO: DIRECTOR, FBI
 
(ATTN: FUGITIVE/GENERAL GOVERNMENT
 

CRIMES UNIT)
 

FROM: SAC, WASHINGTON FIELD (65C-13l9l) (C) (CI-15) 

UNSUB; THEFT OF CLASSIFIED
 
DOCUMENTS FROM THE UNITED STATES
 
TRADE REPRESENTATIVES;
 

,ESPIONAGE-ISRAEL;
 
OO:WFO
 
BUDED: 12/15/84
 

Preliminary inquiry initiated 6/21/84; closed 9/26/84. 

Reference Bureau airtel to WFO, 11/13/84. 

The above captioned matter was initially investigated 
as an espionage matter; however, the Department of Justice was 
consulted and advised that this matter should be pursued as a 
Theft of Government Property (TGP) matter inasmuch as no national ,"­
defense information was utilized in the preparation of the 
report prepared for the U.S. Trade Representative. 

On 9/19/84, this matter was presented to AUSA CHARLES 
HARKINS, U. S. Attorney, Washington" D. C., and HARKINS advised 
that he had reviewed the investigation to date and decided this 
case lacks p+osecutive merit under the TGP statute and therefore 
declined prosecution. In view of AUSA HARKINS' opinion, this 
office did not pursue the matter further and terminated the 
investigation. S' d. - / 8/ S"3-;-~ 

Soarcti&il ~-,Jl ,.,
. ,,3-Bureau ./ 3al:larlZ~d~~i 

/2),.WFO Index~d' '. 
V yf-52B-18l53) ~ i filed _~ . ';. 

12-Co-~<f ' MFR:ced 
(5 ) 

Approved: 
.; 

. PRIN~ING : 1984 0 - 449-465u.s. RNMENT OPFICE 
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WFO 65C-13191 

An investigative summary of this matter was prepared 
8/6/84, and forwarded to the Bureau prior to coordination with 
DOJ. No other reports were prepared. 
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.. ~ ... .~ 
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Subject Date NOV 1 1985 \ 
Unknown Subjects, Theft and Unauthorized 
Disclosure of Documents From the 
United States International Trade C'ommission 

SST:GEMcD:GAC:mtf 

To From 
. The Director Stephen S. Trott
 
Federal Bureau of Investigation Assistant Attoiney General
 

Ciiminal Division
 

The Criminal Div1sion has determined that additional inves­
tigation should be conducted to ascertain responsibility for the 
unauthorized disclosure of the report of the United States 
International Trade Commission (No. 332-180). This matter was 
the subject of a previous FBI inquiry which may be identified by 
reference to file no. 52B-18153. 

The known information indicates that it is likely t·hat 
offenses under 18 U.S.C. §641 (theft of government property) and 
18 U.S.C. §1905 (disclosure of confidential business information) 
have occurred; therefore, please conduct an appropriate investi ­
gation, designed to identify the offender or offenders and to 
determine the details regarding the disclosure(s). 

Reports of your investigation should be made to the Public b6 
Integrity Section to the attention of L I b7C

I I Any questions regarding the investigation should 
be addressed to him. 

ALL FBI INFORMATION CONTAINED 
HEREIN IS UNCLAS,IFIED 
DATE 04-17-2009 BY 60324 uc ba~/dk/3bs 



__ 

~ .,4: f 
• (Ret.., 8.16-79) 

AIRTELTRANSMIT VIA:
 
CLASSIFICATION: _ DATE: _1:::..:1~/-=1.=-5L:/8~5~
 

Director, FBIFROM: 

V:;O: SAC, Washington Field	 (52B-18153) 

, UNKN SUBJECTS, , 
, 

THEF . AND UNAUTHORIZED DISCLOSURE ALL INFORMATION COlrrAII~D 

OF DO MENTS FROM TH~ UNITED STATES HEREIN IS TJNCLA35IFIED 
INTERNA ~ONALTRADE COMMISSION DATE 04-17-2009 BY 60324 uc 
TGP 
00: WASHINGT ~FIELD
 

BUDED: 12/30/8'5\.
 

Reference Bureau telephone call to Washington Field
 
Office on 11/15/85.
 

Enclosed for Washington Field are two copies of a self ­
explanatory Department of Justice memorandum, with its enclosure, 
dated 11/1/85, captioned as above. 

Washington Field will reopen this matter and 
expeditiously conduct investigation in accordance with the 
provisions of Section 52, Manual of Investigative Operations and 

. Guidel ines •	 f\ '7 'I 
.J 1-1:\-' I"') I 

On 11/13/85~ I Public Integrity Section, 
Department of Justice, advised FBIHQ that a meeting is scheduled 
for Friday, 11/15/85 at 3:15 p.m. in his office to discuss this 
matter. I Irequests that a representative from the FBI 

'attend this meeting. It is anticipated that the complainant,
I ~ will be present and the Washington Field case Agent 

is to be available to interview I Iregarding this case. 

Upon completion of this investigation Washington Field 
will submit an LHM with copies of pertinent FD-302s attached 
setting forth al~ investigation conducted in this matter to the 
attention of the~ugitive/General Government Crimes Unit, FBIHQ, 
by COB 12/30/85. J 

b6 
b7C 

S~MATERIAL 

baT!J/dk/sbs 

b6 
b7c 

Enclosures (2) 

FBI/OOJ 



• • ALL INFORMATION CONTAI}~D 

HEREIIr I5 UNCLA55IFIEDMEMORANDUM DATE 04-17-2009 BY 60324 uc baw/dk/sb5 

TO: SAC, WFO (52B-18153) (P)	 Date12/17/85 

FROM: SA JOHN HOSINSKI (C-4) 

UNSUBSj 
THEFT AND UNAUTHORIZED DISCLOSURE OF DOCUMENTS FROM THE U.S. 
INTERNATIONAL TRADE COMMISSION 
TGP b6 
OO:WFO 

500 North 

b7C 

RAEL PUBLIC AFFAIRS COMMITTEE AIPAC,
 
Capitol Street, N.W., Suite 300, Washington, D.C. (202) 638-2256
 
regarding the receipt by AlpAC o+' a classified report published
 
by the U. s. INTERNATIoNAL'. TRADE, COMMI·$.SION in June of 1984. '
 

,-- -'-:'-,",-"'.: ~.." "'..:, .~;. •• ¥' . • '~~;' i; ,,'.. 

r - r~dV':lseqthClt he·.\;i~s':s'omewhat familiar with	 b6 
b7Cthis inc~~enti' bht~was n?t'in:: a,posJtioO\to'f1l9nish thy FBI Wi1th 

any detalls rega,rdJ-JlgJthe" ma,tter.' ',?f\l Jadvised L , 
tha t the FBI ,neede'~ ,'t!1> ){!10w ,1. ~ W'hq ,~a,t "A;rPAG·., had knowled;:g"'e"'-::o"'fMthis 
report belng:,;in 'the posfiessi,on' o:f ,~$.:W'A,C, 2.:" 'Who received or 
handled this f'epo.r.t~t'..%ltr~9, ~,_, ,Whb.--foV:n:j sHed tbj S report to , 
AIPAC. 4. The cvrrent ;re!!laenCe fo:r, ~j ~ ~ a former 
AIPAC employee w~th~:..kl\dw+,eqge, 0'1, .thi'f"hpgrt being in the hands 
of AIPAC. ~ 'O\\~ ..... .) ,~. i I",'~,.,' ,.
 

" ••, I ; _~. l .•. , '.. . • ~ / ;. '. "~":'
 

I---Is'ti{t'~d t~atlr-'-'"-"""'''-'~'---'~-'------IOf AIPAC b6 
should be 
have IL-­

the <person to aadress these quest~ons and that he would 
lcontactf!lil -- SAl IEft!\the 'earliest possible 

b7C 

time. 

Regardingl I stated that she 
resigned her pOSition at AIPAC,"shortly before the birth of her 
child and that she is not expected to return. b6 

Continuous efforts to telephonically I I b7C 

Ddnring Ithe period Decemqer 3, 1985 thru December 11, 1985 by 
~ proved 'negative. 

" 
..,. " 96 -IKlf1-'~ 

•I , 
b6~\ ~ b7C 

• 

,.
AMERiCAN ISRAEL PUBUC AFFAIRS COMMITTEE ~ 
500 NORTH CAPITOL STREET, N.W., SUITE 3(]~ 

WASHINGTON, D.C. 20001 
(202) 638·2256 
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On December December 11, 1985, DEPUTY ASSISTANT 
DIRECTOR (DAD) PHIL PARKER, INTELLIGENCE DIVISION, FBIHQ, 
telephonically contacte~ ~regarding captioned matter. 
DAD PARKER stated to SAl--- Ithat this investigation had come 
to the attention of Director WEBSTER and asked for an explanation 
of investigation thUs far. DAD PARKER indicated that this matter b6 

would be studied at FBIHQ and WFO would be contacted re further b7C 

investigation. 

. On Deqember 13, 1985, SSAI ladvised SAl I 
that the investigation regarding captioned matter Shou~l~d~p~r~o~c-e~ed 
in the normal investigative procedure. 

1-WFO 
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FEDERAL BUREAU OF INVESTIGATION 

ALL INFOR}t&TION CONTAIliED 
HEREIN I, IDICLA"IFIED 

Date of transCr'PtlOn lc./_6",,/_8_6 _DATE 04-20-2009 BY 60324 uc baw/dk/sbs 

1 

I I
 
American Israel Public Affairs Committee (AIPAC), 500 North 
Capitol Street, N.W., Suite 300, Washington, D.C. (WDC), b6 
telephone #638-2256 was interviewe~ bv FEDERAL BUEEflU OF b7C 
INVESTIGATION Special Agents (SAs)L Jand

I Iregarding a trade report putlished by 
the ~nited States Trade Representatives (USTR) which alledegly 
was in the possession of AIPAC in 1984. 

Iwas interviewed in the presence of her b6 
Attorney,I I representing the law firm of b7C 

DICKSTEIN, SHAPIRO, A~D MORIN. flOl L Street, N.W., WDC, 
telephone #828-2236. l jprovided the following ~nformat~on: 

I ladvised that she has b~en employed with 
AIPAC from January 1982 until present. She advised that in 
April of 1984, she received a document from an IsraehiEmbassy 

b6OffiCi-=J ladvised that 
b7Cis the C Iat the Israeli Embassy. I-----J 

~~--Idescribed this document as being an International Trade 
Commission (ITC) report stUdying free trade between Israel 
and America and the implications resulting from possible 
'agreements. She stated that the document was 50-80 pages in length and 
that she was not aware of the title of this report. She further 
advised that this document was marked "confidential". 

Regarding the receipt of this document, I I b6 
stated thatl Icame to the AIPAC office for a meeting b7C 
and prior to the meeting he handed her an envelop which was 
unmarked. At that time, she said she was unaware of the contents 
of the envelop. She further stated that this meeting was a 
conference on the free tra'de issue between America and Israel 
but she advised she cannot recall who else was attending this 
meeting. 

,n\f8't1g..t1~on::on==1=2::~ /::Jl:::9= Wasbin9 ton, 'Flle .flo 52B-1815~/ 18=5==::i:i::r:::~at D.. C .. 

Sits 

by , 1 
\J>J 

JAB:rlwDate dlctatad 12/23/85 __ 

b6 
b7C 

ThIS document contains neIther recommerldations nor conclusions of the FBI. It Is the property of the FBI lind Is loaned t-o your agency; 

it and Its contents are not to be distributed outside your agency. 
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CDntinual;on of FD·302 OI~~=====I==d..__~;:=======::;-_,On 12/19/85 ,Page _---=2=-*__

I Istated thatl Inever discussed the 
document with her and that he never explained to her how he 
rec~ived it. She stated that after she received the document, 
she placed the document in her desk and subsequently gave 
it a cursor examinati later before passing it 
on to for AIPAC. She advised that 
she prov~ ed with this document a roximatel one 
week after she had received it fro 
advised that when she gave this do'~c~u~m~e~n-t~~t~o~-----'~s~h~e~d~o~e~s~ 
not recall any specific instructions she gave to L- ~ 

I ladvised that she paid no attention to this 
document until she received a phone cF" from the II ~. Trade 
Representative USTR General Counsell T J several 
weeks later. called to ascertain ~f AIPAC had 
this trade repor ~n e~r possession. She furBher advised 
that prior to that call she was given a duplicate copy of the 
report by AIPAC officiall I She advised she had 
no information as to who duplicated this report but that after 
AIPAC re 1 froml Ishe then received a call 
from . 9 her to destroy the duplicate copy 
of the report. advised that she destroyed this 
duplicate copy y t row~ng it down the garbage shute at her 
re~idence. She stated that the original report was then returned 
to the U.S. Trade Representatives but that she dqes not know the 
identity of the person who returned the report. 

Regarding' the availability of the report ,I
advised that the document was known to be "floating--=a"'r~o:-:u"'n"""'d----;t-o:-:w:-:n" 
and that the contents of the report were common knowledge to 
those interested in these matters. 

I ladvised that she could provide no opinion 
or comments regarding what other ~~L'~'~Lli~~AipAC may have 
seen the reporB or in what manner he report. 
It was then requested by her Attorne , , that if 
the FBI had any further request of that the FBI should 
contact I ==:Jand he would subm~t any questions tor----l
I rotherwise did not wish to furnish any a~nal 
information regarding this matter. 

b6 
b7C 

b6 
b7C 

b6 
b7C 
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FEDERAL BUREAU DF INVESTIGATION 

ALL INFO~~TION CONTAINED
 
HEREIN IS U1ICLA33IFIED
 1/6/86
DATE 04-20-2009 BY 60324 uc baw/dkjsbs Date of transl;rlptlon _ 

1 

106
Maryland ,~h~o~m~eJt~e~l~e~p~h~o~n~e~~~;.:.;:;..::;...:::..:::..:::..:r"w~alis~~i· b7Cnnctt:<e;:ri?v~~:Ee~w;;:e~:_;I2Y:::::J1~m:j!lI:LJ 

...:B:U:R:E:A~U=O~F~:INV=:E:S:T~I:G:A:T~I:O:N=(:F:B:I=) (SAs):S:p:Jecia1 Agent s1_ Iregarding a classfied report 
received by the American Israel Public Affairs Committee (AIPAC) 
in June 1984. 

J Iwas interviewed in the presence of her 
Attorney[ ~ representing the law firm of FRIED, 106 

FRANK, HARRIS, SHRIVER AND JACOBSON, 600 New Hampsh:re Avenue, b7C 

N.W., Washington, D.C. (WDC), telephone #342-3622. L 
provided the following information: 

I laQ:~seQ that while she was employed by
 
AIPAC, she wasl I She advised that she had been
 
employed by AIPAC fr0m e per~od ofl I
 106I I She stated that the address 

b7C
for AIPAC is 500 North Capitol Street, N.W., Suite 300, WDC,
 
telephone #638-2256 •. She furthered .. advised that she does not
 
plan on returning to AIPAC [ I
 

I ladvised that she first became aware of the 
U.S. International Trade Commission Report on American Israeli 
Free Trade when she' received the report in June of 1984. She 
stated that she received the report f~ml Iwho 
as employed asl IWith AIPAC. I advised 
that when she was given the report by ~she was told to 
"keep it in a safe place" but was .otherwise given no specific 106 

instructions regarding the report or regarding who initially b7C 

received the report for AIPAC. 

I ladvised that asl . I it was
 
her responsibility to study any reports or documents pertaining
 
to American Israeli trade and considered the receipt of this
 
report a very ordinary event. She did not know if it was common
 
knowledge at AIPAC whether o~ not AIPAC had pussession of this
 
report. She stated she.received the report in June of 1984 and
 

In.e.tI,••;0~n~0:n==1=2=/=1=9=/=8=5==:::<.WI"~at Wheaton, Maryland FII. #_5_2_B---,-:_1_8_l_5_3-_-,,~ _ 

b. SAs IL ---.lA~-'__ _ _=J..::.:AH=_=_:=.r=.lw::.-_ 12/23/85----.j ~ D.,. dle••••d _ 

b7C 

Thl. doeum.n. eon"'n. n,;'h" ,eeommend.tlon. no, eonelu,'on. or 'i{FBI. It I. tho prop.,'Y 01 the FB' .nd ,. 'o.nod '0 you, .,.ne., 

,l.nd '" eon'en" "0 not to be di"')bu'ed out"do you, "eney. \ 

106 
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held on to it for a few weeks. She stated that sometime in 
July of 1984 the General Counsel for the u.S. Trade Representa­
tives (USTRj.1 :]asked her if she had seen a copy of 
this report. She advisedr= Ithat she had seen a coPY 
and for her to check with AIPAC General Counsell J 
if he had any further questions regarding this d~o~c~u~m~e~n~t-.----

~advised that subsequent to her conversation 
withI lShe turned the report over to someone at 
AIPAC but she does not remember specifically who it was. She 
further advised that shy had no i~formation regardiny who 
provided this report tol Jand thatl Jdid not 
indicate to her how she received it. 

I Idesc~ibed the report as being approximately 
100 pages in length but stated she did not see a title to this 
report. She further described this report as being a study by 
the International Trade Commission (ITC) examining the different 
product sectors in America and the possible impact these 
sectors if duty free imports from Israel were allowed. She 
advised that she·did not utilize any of the information gleaned 
from this report. She could not recall whether the report was 
classified or not. 

I Idoes not specifically recall to whom-~ 
returned the rebort at AIPAC but thinks it could have beenl---J 

I I She further advised that there wasT 

general d~scuss~on of the report at AIPAC bU~ that this ,as not 
considered an especially significant matter. I Jadvised 
that herl Ibecame aware of the report 
at the t~me of the newspaper articles regarding this matter. 

I Icould otherwise provide no other 
information relating to how the report was received by AIPAC 
or who initially received the report. I ladvisedT 

that she has no pertinent information regard~ng this 
matter and requested that any future contact of her br the FBI 
be coordinated through her Attorney,I~ . 

2* _ 
b6 
b7C 

b6 
b7C 

b6 
b7C 

b6 
b7C 



. .,..... " 

. .J~~ 
... ' .. 

... ,_ ..- I 

" <
"X AIRTEL \......,-J 
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TO: ,DIRECTOR, FBI
 
ATTENTION: FUGITIVE/GENERAL CRIMES UNIT
 

FROM: SAC,WASHINGTON'FIELD (52B-181S3) (C) (C-4) , S~ET 
i 

UNSUBS; Theft and Unauthorized,' ..Disclosure of'Docpments,f.;rom'the
 
United States Internationa~Trade
 
Gommission, '
 

DECt-l\SSIFIED BY 60324 ue baT,J/d};/sbs, ,TGP; 
01>{: 04-20-2,009(09: WFO ) 

<, 

, ee!i~aiIled ill 'Lhi"s cbltununicatiol1 aLe classified "~ec:te L" 
-' ".' 

" , .,a'nless etohs17ui":',e lie bed:.· ' 
'" 

dated'n/lS/8S, captione~ as , 
• I. , ~ .. above:. ", 

' " " 

: Enclosed f~r the Bureau are the~riginal and, ,
 
four (4) copies of an LHM captioned 'as above ,and two

COPi:S each of FO-302' S" cancernTng ,the: interviews of '
 I _ Jconducted byWFO on 12w:19 8S. b6 
" ' ,,'," " "b7C 

Captioned matter -initially investigated as an 
espionage matter ,,(.P:r;eliminary Inquiry initiated 6/19/84). 
In August, 1984, DOJ,advised' that captioned matter did 

'not represent a violation,~f ,the espionage statute. 

.Declassi~
ClaSSi:i~' , G-3 

OADR· , 

";,Bureau(Ene. 9)
Washington Field 'Office 

ewft~5 
I h~/(t' 

< .D 
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On 9/18/84, Assistant United.States Attorney
 
(AUSA) CaARLES HARKINS declined prosecution ot this matter'
 
under the ~heft of Government Property (TGP) violation.
 

'On 11/1/85, DOJ, Public Integrity Section requested
 
re-investigation of captioned matter under captioned violations.
 ,­

r-__~_.ID;~lSllllJJ.fl!Zl:t~mze.s.i:.igai:.iQIl..:.a:LNE:{l....:t:lil"veaied,:that b6. 
EMBASSY OF b7C 

'-I"s"RAE=;;L;:-,-W=D:;:;C-,-w=a-=s-,""t"h-:e--;i-n""'d;;i""v--'i'"'d:;'"u-a-l;-w-'-e"'-p--r-e-s-e-n-;t--'eW. thi s doc\llUent 
to representatives of the '1u~ERICAN ISRAEL PUBLI.C AFFAIRS· 
COMMITTEE (AIPAC)'in WDC. 

:LogiCal investigation di~tates that] I
 
be interviewe.p regard; pcr :h; 5 matter~However, .', due to..
 b6 
the fact thatL . and has been granted- b7C"T 

immunity against prosecut~on in ·the u.S., WFO .is considering
 
this matter closed•. WFO will re~open this matter ff authority
 
.is· granted regarding, the interview of,1 _ I
 

, " ----- ­.' 

-,Liaison with' appropriate officials at the PEPARTMENT 
OF. JUSTICE and at the U.S,. DEPARTMENT OF STATE ,to determine ,,' b6 
procedure for obtaining authority ,t6, interview·1 . J .' b7C 

regarding captioned matter _", . , , 

o , 

2* ' ­
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DECLASS1FIED BY 60324 uc bam!dk/sbs 
O~ 04-20-2009 . 

washington, D.C. 20535 
52B-18153 JanUary.lA, 1986 

UNKNOWN SUBJECT
 
THEFT AND UNAUTHORIZED DISCLOSURE
 

OF DOCUMENTS FROM THE
 
UNITED STATES ,INTERNATIONAL
 

TRADE COMMISSION;
 
'l',Hlil,FT=Qll. G.QjQilR~.!1li1IiT l'.Rp.PEJ!,TY~. _=
 

All 'muzkings, uotaLiolh!( alia items e£ in£eJ;."fEla~ieft. 
eefti::aiftea 40ft ~ftis eeffl:ft\l:tfliea=l;:ien aFe elass3:fiea. "See:pe'Et! 
t1nlc:!8 oUxerwisc noLed . 

.Qt.f.:lQ.!L9.t'...QrJ"g;i,p,; Washington Field Office. 

p,a.:l>e l!l.V§1!j:l.q,aj;;j,y',~>J=J.W!1IDar:'l ~:r:,eRaJ;.eq; 

January 3, 1986. 

,BA.~:t,Ui:or .l,P,yesj;:!..g;il,.t)"Q!;\; 

, The 'initial investigation rega~~: :hiS matter b6 

was based upon a cqmplaint received fromL b7C 

:Associate ·General· Counsel,· Office of the e States 
Trade Representative (USTR), 600 17th Street, N.W., WaShington, 
D.C. (WDC). The' complaint alledged" that person (s) unknown 
had made available to the Government of Israel, a confidential 
report published by 'the International Trade Commission 
(ITC) outlining the probable effect 'of ,providing duty-tree 
treatment of imports from Israel. . 

This.. dbcument contains ';;'either recommendatio.ns 
nor conclusions of the FBI. It is .the,p~operty 
of the EBl and is loaned to your agency; it , 
and its contents are not to be distributed outside 
your ag,ency.: 

. ~CR 
Classi! by; G-3" 

Declas . yo; . OADR 
.~,.. Bureau, 

"
 

- wash~'nton. Field Office
 
H,cdd 

, (6 ) . , 

.' ­ '.. 



• • / ,.' ''" .. 
• 

,l;.!iveJ.:l;ig_~t;:i"gn '.to=.J:).~;!:e 

This matter was initially investigated byWFO
 
as a poss~b~e violation of the espionage statute. The
 
preliminary inquiry regarding this investigation was initiated
 
on June 19, 1984.
 

This preliminary inquiry determined that on January 25,
 
1984, the U,S, International Trade Commission (ITC), WOC,
 
was requested by the USTR to prepare a report for the President >
 
relating to the establishment of a free trade area 'with
 
_Israel. - , , 

On May 31, 1~84, 40 copies of the final report·
 
were distributed with one copy designated for the President;
 
28 copies to the USTR, 'and 11 copies within the ITC.
 

On May'21, 1!164r'>aDepartment of Commerce (DOC) 
employee'was.in Jerusalem following the formal >u.S.-rsrae+i. 
negotiations which had been held the week before. This . 
employee met >W~h>1 10f the Israeli b6 
Delegation and for the Israeli 'b7C 

Embassy in WDC. Istated that he ha received"a 
cable from the, Israeli Embassy in WOC and t,hen p~oceeded 

uo read from this cabie what appeared to be a full sunmiary 
of. the report, inclUding the conclusions regarding sensitive 
products • 

. On-or about May 30, 1984.'prior to the USTR distribution
 
of the "final report", .a member of the Trade Sub-Committee
 
of 'the Senate Finance Committee notified USTR t4at after
 
a conversation with an employee of the> "American 'Israel
 
Public Affairs Committee'" (AIPAC) in WDC,' this member was
 
left with tqe impress10n that AIpAC had a coPy of the SUbject
 
report; This unidentified AIPAC member was familiar with .
 
tqe report's contents, and conclusions.
 . . . .~ 

b6 ,__·~o~~ Juqe'7, 1984, the Israeli Trade }tini~tr and b7C 
-Jlunched ~assador William Broc 

lofthe'USTR. recalled' that was aware ~ '-:o"'f""'t"'h"'e::- contents of t e report. ' 

On June 12 and 13, 1984, information 'passed to
 
USTR indicated that certain members of Congress could acquire
 
copies of the ITC report through AIPAC.
 

- 2 ­
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on June l!$ th~ UST!\. general couosel tel.ephoned 
AIPAC employeenquireCl ifAJ:Pl\C h~ '. 
copy of the USTR report. advised theY' did. '.h---J 
was ·asked to return this conf ential report .and all cop1es. 
Subsequently, of AIPAC, contacted 
US'l!R tq. claim no knQ\"ledge of e report himself and to 
.disassociate llimself from such .activi'ties. A copy pf the 
USTR report was subsequently delivereCi to USTR. " AlGI) delivered 

. \1aS 'il subs.tantial pOl;tion ,of 'a seCQod q.OP;l oJ,: the ,repoJ;t . 
. . ;1..0 an'\1Jlsorted: condition. The full.report copy was a copy,·.· 

of the "fi.nal report.". and had no identifyin9'. mark on the· 
outside cover which 'was c1early stamped confidential. . 
'rhis indicate/il that this' copy. t'll1S probably 1'IIadeprior, to 
the May 3.0 delivery to USTR. USTR off,icialsadvised the 
significance of the ~nauthorized disolosure of· the contents 
of the J:~C J:eport is tliatthe bargaining position of the 
United Sta.tes ~qas compromised 'A+!q "Business Confid.entia1" 

· ·infgrma:t:J.on used in the repoJ:t was made availa.ble· "to .the ' '. 
· public. This disc:losure also impacts: on the effEictive~esl3' 
of the :tTC.t.q·.~olicit data from .the U.s. businesS'cOlllmtmit:y~ 
No *~tional defense:infQrmation.~as utili'Zec'i.in the preparatiOn
of the I~ report. . 

b6 
b7C 

.' . ,. 

. This matt:er 'w U.S. n~partment of 
Justice, (00.1') officials Interna.1 Security 
S~c;:tion, and by 111". General Litigation and 
Legal Advice Section. .,: Augus 24. 19B4 , it ~las c1etermineC!­
that th,is 'matter' did nO.t '~epresent a violation of the espionage 
sta,tute as it was .reported 'i;hat no ,na.tional defe,nse i';lfo;rmation 
"las utilized in the preparation of the. report. ,:. . ...• .., '. 

b6 
. b7C 

DOJ SUbsequentlY opined' that a violation of the 
Thef't of Govermnent. l;'roperty statut$ had Qccuned and that. 
the matter sh.ould be.·presen'ted to: the local l.1n;l::l:ed States 
At:torney~6' OfficeJ;o;r..a p:iof?ecu~ive Oi?inion~' . ' •...... . 

, oi,l 'september 1'9t .19~4, lIssista1"J:t.U~=!-tedStat.e.s· 
Attorney (ll.USAl Ch.ar1e.s Hark,:j.ns, VIDC, opined. -Chat this 
matter,;J.acked~pro6ecutiveme:r;i.t and.declined.prosecution
unCler: the Tb.eft of Government Prope:r;ty' statute. ..' ,. . '. .'. '. ~. ., . 

On November,!, 19.5Sr the Criminal Division of, 
't,he DOJ advised IQFO tha1:1 it: has determined that addition.al .. 

· ~nvest!gation shOuld be.collducted to ascertain responsibil,ity '. 
for t~e unauthor~ze~ disclosUre of this Iepo~t: 'Specitiaally~'. . 

0 
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.' 

it. wa~ requested that thi's ra.a;t:t:,er :be inv~~ti~ated to qetermine
 
if offenses un,de;r ~a I1.S~C. 641, '('.rheft of, Government Propertyl
 
and 13 u.s.c. 1905 '{Disclosure of'ConfidentialBusiness " ,
 
Information) had occurred; , ,
 

, ', l4r.J DOJ, ~blicrnteg~it.y'1 

b6Seoti,on, '!-1M de~ignated to. coordiD,ate this :.investig-ati'on.
 
A meeting took' place. on ~ove;l;ler IS, 19i1S t at the Department., b7C
 

of :rustice between 1 Jand representatives of 1!he , .
 
Federal :Bureau of Il1.Vest gat on, (FBi) in au effort tooti:tl!ne
 
'~nvestigative,strategies. ' 

, " As a, resu:J-t or t.he investi9-atiQ: :tnt" i:b:! S maHler
 
being re-opened, two ,employees at AIPAC' L ~ _:
 

1 • 'l-rere inte~iewed . y 1'1FO. ".' ' 
b6
 

'on j,~ce~he~ 19, 29£15,1 I'l-la~irnt~W:EI1.J~ b7C 

WFO ,and advised. that she was, e,ll).l1:!.QE:!1!d!:!-J:l.§..L- .....IL...,
 
for .,AIPAC during ·the ped-od of
 ,I IShe also advised that asl:--an=--e"'"m"'"p..,....o..,y--e--e:-":o'"'f""·....A"':c"'P::;>Ai"c"'",-,"'5"h--e::---' 
became aware of tIle trade xeportprepared by thf ITC. 
She indicated that. she received i:;he'report £romL"""".."... _

.I ~or A:mAC! in approxiinately June, of 'l9&4~ 

". I Iexplai,oed that .she studIed the ,report for 
a few wcaeks; before :t:eturning,it to an unreca'lled offic;J.aJ. b6 

, at 1IJ:PAC. She :further adviSed that she bad no info:rmation ,b7C 

regardil'19'who ini1;.ially :Z:'eaeived j::he repo:rh at:A:£PAC, who.. 
released it· from the lTC, or -the. USTR or who gave it toI I . ': .' . . . 

, .'. On )Jeaember ljoU-.....I..>O~5, 
,regarding this re· rt . 
'th", report from '--~~~~~..,.,..-.......,..,.....",..,..",..-=-=",.-"",,=r-------I

for the Israeli" sSJ!;),o· '. . e·a V:Lse a b6 
gave her ,th:l,s report in approxilliatel.y April 0:e'1;;9b --,........J b7C 

. ,: ... She adviSed thatJ . . I~ve ~,~specif~c instruotions 
r~garding the report. and,; 1n fact, she later learned:that ' 

.the report was l~nown to be "floatin!J around to\m," and that
 
the .contents of .the report, W'ere common kri.o~l'led9'e- to, those
 
interested in these lllatte:r:s.
 

b6 . I Ist:at~ shecouid pJ:ovide no·.information b7C 
re51qrd:l.ng who initiaUy.provid~d.. the x;·epo:it.to 1 _ 

4 ­
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, , " "' . ' DothI' '1 alia I l~lere acoompanied 
,by 'their at::t:orne¥ts during ·theIr respective l.ntervieVis. ' 

. In an effort tq J.ooate the Individual resp.onsible 
for raJ.easing this report. the USi.rR cqnducted an internal" 
i,nvestigation into ,this ;aatte:r;. ~s iny-estigation re,veaJ.ed 

: that 78 oo)?ies 9f the document ~le:re 'm<!-de prior to May 30~. ' 

'.
 J.984. ,'Investigation revealed t;ha.t C.'a J.arge numbe:r' of lJSTR..
 
' persoI)1lel.,had ,access, to thisdocIIllI:e:p.t. The ,.inve.sti,gation 

uas inconclusive regarding who re1e;l.s,ed 'l::he ,report., ' , 
. ~ .' . 

:.CQnCJ.USiplU 

, '. .. . Approprfatepfficials, at th'e U. s. Department ' ' 
qfState 'and<\-t 'the' U.S. Dep<lrtIil,entA:!;' Justioe ~li1.1 be ' 

. requejsted to re:lrie~i thi/i: matter and' ma~.e a, de1;ermiM.tion· 
" reqarddimt the feasibility of interV.i~Win<;:J]__~ 1 
.. I Iconcerning captioned .matter" ' '. '• ' 
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M E M 0 RAN DUM	 1/28/86
 

TO:	 SAC, WFO (52B-18153) 

b6FROM:	 SSAI _ 
b7C 

SUBJECT:	 UNSUBS;
 
THEFT AND UNAUTHORIZED DISCLOSURE OF
 
DOCUMENTS FROM THE U.S. INTERNATIONAL
 
TRADE COMMISSION
 
TGP . 
(OO:WFO) 

telephone call of SSA IL....- ----JI to SSA I ----J 
1/23/86. b6 

b7C 
, By referenced telcall, SSAI Irequested that
 
captioned investigation be reopened by WFO. SSAI Istated
 
that Department of Justice had requested additional interviews be
 
conducted tn furtherance of this investi ation. Specifically,
 
SSAI I requested that of the Israeli
 
Embassy and MR. of AIPAC be interviewed by WFO
 
personnel to obtain all details regarding their contact with
 
documents mentioned in this investigation.
 

I I further advised that prior toIL,---,=-_--,,..,..Ibeing b6 
interviewed, authority should be obtained from the Israeli desk b7C 
at the U.S. State Department in view ofl	 Idiplomatic 
status. 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 04-20-2009 BY 60324 ue baw/dk/sbs 

(j-WFO 

pe
CJD: 1 

;;~~~i~D &:.:;·F.~__UL.,..L-I b6 
b7C 

. Hfl c.I::. 
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ALL INFORMATION CONTAI1JED 
HEREIN IS UNCLASSIFIED 
DATE 04-20-2009 BY 60324 uc bawldk/sbsFD-302 (REV 3-10-82) 

FEDERAL BUREAU OF INVESTIG1\.TION 

Date of transcription 3/21/86 

I \ I 
American Israel PUblic Affairs\Committee (AIPAC), 500 North
 
Capitol street, N.W., suite 300, Washington, D.C., telephone b6
 

(202) 638-2256 was interviewed b Federal Burea 0 tigation b7C 

(FB~~ Speqial Ag~nts (SAS) !:-,..""'::-:!I'"-===,..-::==:="--;:::-""""",,,c;!I __ JregardJ.ng a classJ. receJ.ved by AIPAC in June 
of 84. 

I . Iwas interviewed in the presence of his b6
 
Attorney, I representing the law firm of b7C
 
WILLIAMS & CONNOLLY, the HILL Building, Washington, D. C. ,
 
~elephon~ (202) 331-5000. I Iprovided the following

J.nformatJ.on: 

I lady; sed thaf he is employed at AIPAC in 
the capacJ.ty ofl . with responsibilities
 
p~rtai9:'nq to Oon~res~ional Relatio~s and for Lobbying on Capitol

HJ.ll. L JadvJ.sed that he fJ.rst became aware of the
 
Interna 

T

wnal Trade Commission (ITC) report being at AIPAC on a b6
 
Friday afte' . He stated that on this b7C
 
occasion ith AIPAC advised him that
 
she rece ra e Representative (USTR)
 
General Counsel . hether she Of an:n1e
 
at AIPAC acumen . advised that 
~::~~=bl§E~that she had the document and at thatpoJ.nl., a that she return it to the USTR. I I 
as e '-=-...,..,.--.,._.,...----!if it was 1e :at she had this repoi"Cand she 
advised that she did have it. Isubsequently examined 
the document to determine if i ha any secret classificao'oor 
ertained to any United states Nat;on;, DA:ense matters. 

1-- ---l..<lloI.ll..J.=........u.IWo...JJ.e, and I ~ Jwent to the of J.ce of 
f AIPAC an informed him of the

~~IQeenffi[~.r----~lJ.xn~qu~J.xr~edas to whetherI ~actuallY 
had ~;.:tiii5i:iE:=:aLDC4f AIPAC had done anythJ.ng illegal n having
it. L ---Jadvised that he stated tol _that it 

Investi ation on 2 86 at Washington, D.C. File# 52B-18153--)3 
SAs 1:\ ' b6 
By ~DDR:erw Date dictated 2/14/86 b7C 
This document contalnS ne ther recommendations nor conclusions of 
the FBI. It is the propert:y of the FBI and is loaned to your 
agency; it and its contents are not to be distributed outside 
your agency. 
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Continuation of FD-302 of J ----JIOn 2/13/86 Page2* 

contained no National Defense information and that AIPAC did not
 
solicit the report. BothI Iwere
 
satisfied that AIPAC had not acted improperly in possessing the
 
report.
 

Iimmediately calledI Iat the USTR to 
make arran'-g-em--en=t-s"""'to return the document. The report was 
subsequently returned to the USTR by a meIpber of the ATPz;,.C office 
staff. Prior to returning this document, L Jasked to 
have a duplicate copy of the document made s9 that the staf{ of 
the AIPAC could further examine the report. L J 
advised that he saw no "secret classifications" on the report and 
there were no indications that this was a report pertaining to 
united states National Security. He further believed that AIPAC 
!,lad not act~d improperly or illegall¥ jn~av:'nq t;is renart in 
1tS posseSS10n and thereafter, asked~ ~ __ ~ -T Ifor 
AIPAC to examine the document regard1ng e ree rade 1ssue 
between the u.S. and Israel. He stated that I 1retained 
the duplicate copy of the report and fhat the originaf report was 
returned to the USTR. L _advised that he did not 
consider this report to be especially important and thought that 
any controversy regarding the report had ended. 

In November of 1985, r Iaskedl==::-;--;;::-_ 
about the report and she stated to him that it was generally
useless and that she had eventuallY thrown it away. 

Regarding the identitv of the individual who provided
the report to AIPAC, I ladvised that he has no firstT 

hand knowledge pertaming to th1S matter. ady~se that he:edid 
was told that Israeli Embassy officialI I had--T 

init~'a] ly n~OVided the report to a represen at1ve of AIPAC. 0 
I _~ _ further advised that he had no information pertain1ng 
to W 0 may ave provided the report to ----J!L.! 

I Istated that it was his understanding
that several other industries had copies of this report as well 
as several people on capitol Hill and that AIPAC did not ~der 

pO;S;SSiPq1thiS report an especially significant matter. l---JI __ could otherwise provide no additiona~.i'm;Q,);Jllll.i:,;l.QIo....,T 

re a 1ng to who may have provided the report to He 
further requested that any future co t . e FBI e 
coordinated through his Attorney, L- ---' 

b6
 
b7C
 

b6 
b7C 

b6 
b7C 

b6
 
b7C
 

b6 
b7C 
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FEDERAL BUREAU OF INVESTIGATION 

ALL INFORllATION CONTAINED 
HEREIN IS ill/CLASSIFIED 
DATE 04-20-2009 BY 60324 uc bawJdH;sb~ Date of tran5:cr,ptlon__"',3,,1"'1:o.3=1"'8,,6'---__ 

1 

Embassy o! Israel, 3514 International Drive, N.W., washilgton, 
b6

D.C. telephone (202) 364-5692 was interviewed b; Federa~ b7C 
Bureau :f I;Vest;'gatioD Special Agentsl~~~~~~_~~~~c-J
andl~ [regarding the rece1pt 0 a U.S. 
Interna 10n Tra e Comm1ssion (USITC) report pertaining 
to free trade between the U.S. and Israel. 

by 
L­ ~~:=f~o~r~t=h==e~E=m=bassy of Israel, Washington, D.C. b6 

I ladvised that at some unrecalled 
b7C 

time in 1984 he received this USITC report pertaining to 
free trade between America and Israel. I ladvised 
that he received this,document from someone that he 
would not identify. He indicated that he received'this 
information in his official capacity as a diplomat and that it 
would be against the principles of diplomatic work to divulge 
any information pertaining to the identity of the individual 
who provided him the report. He further advised that it 
is impossible within the professional ethics of a diplomat 
to identify individuals who provide certain information 
to a diplomat . 

.....----­
I Idid state that the individual who 

provided him with the report was not a U.S. Government Official 
nor was he an employee of the U.S. Government. I I 
indicated that there were numerous negotiators regarding 
this free trade issue representing several U.S. Government agencies 
including the U.S"Trade Representatives, the U.S. Treasury, 
the U.S. Commerce Commission, the U.S. Department of state, b6 
and the U.S. Department of Agriculture. He advised that b7C 
there were usually one or two principales representing each 
of these agencies which would attend most negotiations. 
He further advised that he thinks certain U.S. negotiators 
wanted the person who providedI Ithe report to know 
about certain aspects pertaining to the United States 

Investigation Qn'_---"3LI-l7:..L/~8"-6"___ ill Washington r D.C. File # 52B 18153--12.--­
b6 

~ b7C 
b.,_-----'2.SAilliSIL- JAH : c j 11>", dl,t".dl__--"-3LI...1~32.,1L.9.8"'6'--- _ 

ThiS document contiliins neither recommendations nor conclusIons of the FBI. It Is the property of the FBI ilInd Is loaned to YOUI agency I 

ii: and Us contents are not to be distribute(! outside your agency. 
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Conl;nualion of FD-302 of __"-S"2"'Bc..-"'I"S"'I,,,S"'3"-'-!:IL ,On 317/86 , Page -----t2.;.-­
b6 

and Israel. b7C 

Regarding the availability of this report, I 
advised that the report had been widely circulated amLo~n~g~--~ 
the staff and members of Capitol Hill, as well as among 

'various consultants representing the interest of each agency 
affected by the free trade issue. He advised that the 

,Government of Israel did not ask to receive the report 
and stated that when the individual provided him with the 
report, the transaction was not conducted in a discreet 
or secretive manner. 

I Iadvised that ,he furnished the report 
to an employee at the American Israel Public Affairs Committee 
(AIPAC) during the spring or summe: of JfS4. He believes 
he gave the report to either I ~ ,or tol I 

lindicated that this repor was only part of a 
~p-a-c-'k-a-g-e~that he provided to AIPAC with other routine information. 

b6 
b7C I ladvised that he could not recall 

the specific period of time when he was given the report 
but stated that the contents of the report were well known 
by the time he had received it. I ladvised that 
he did not try to conceal the fact that representatives 
of Israel had this report in their possession. He further 
stated that he believes that the controversy regarding 
this report is extremely exaggerated and that in his opinion, 
the fact that representatives of Israel viewed this report, 
caused no economic damage to any U.S. business or interes~. 

".
 



• • 
DECLASSIFIED BY 60324 liC baw/dk/sbs 
ON 04-20-2009 

Washington, D.C. 
t4arch 31, 1986 

UNKNO\'IN SUBJECT
 
THEFT AND UNAUTHORIZED DISCLOSURE
 

OF DOCUMENTS FROM THE UNITED
 
STATES INTERNATIONAL TRADE COMMISSION;
 

THEFT OF GOVERNMENT PROPERTY
 

eSR'caiReel "Secret" unless 
eER8£\Tiee Fleeee1. 

Office of Origin: Washington Field Office. 

Date Investigative Summary Prepared: March 14, 1986. 

Basis for Investigation: 

The initial investigation re:ardin: this matter was 
bEbased upon a complaint received froml 

Associate General Counsel, Office of t e On1 ed States TJade b7C 

Representative (USTR), 600 17th Street, N.W., Washington, D.C. 
(WDC). The complaint alleged that person(s) unknown had made 
available to the government of Israel, a confidential report 
pUblished by the International Trade Commission (ITC) outlining 
the probable effect of providing duty-free treatment of imports 
from Israel. 

This document contains neither 
recommendations nor conclusions 
of the FBI. It is the property 
of the FBI and is loaned to your 
agency; it and its contents are 
not to be distributed outside 
your agency. 

Class~G-3 
Declas~ADR 

B~:~~~gton Field Office 

, JAH:la~~ (6 ) 
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UNKNOWN SUBJ)':CT
 

Investigation to Date: 

This matter was initially investigated by WFO as a 
possible violation of the espionage statute. The preliminary 
inquiry regarding this investigation was initiated on June 19, 
1984. 

This preliminary inquiry determined that on January 25, 
1984, the U.S. International Trade Commission (ITC), WDC, was 
requested by the 'USTR to prepare a report for the President 
relating to the establishment of a free trade area with Israel. 

On May 31, 1984, .40 copies of the final report were 
distributed with one copy designated for the President, 28 copies 
to the USTR, and 11 copies within the ITC. 

On May 21, 1984, a Department of Commerce (DOC) 
employee was in Jerusalem following the formal U.S.-Israeli 
negotiations which ha been held the week before. This em 106 
met with b7C 

4----_,..,,-;-.,----;---,-;_,---....,...,_,.Jfor the Israeli Embassy ~n WDC. 

10 

stated that he had received a cable from the Israeli 
~m~a~s~s~y~ln WDC and then proceeded to read from this cable what 
appeared to be a full summary of the report, including the 
conclusions regarding sensitive products. 

On or about May 30, 1984, prior to the USTR
 
distribution of the "final report", a member of the Trade Sub­

Committee of the'Senate Finance Committee notifie USTR that
 
after a conversation with an employee of the "A er 'can Israel
 
l'llblic Affairs Committ,ee" (AlPAC) in WDC, this memb'Elr was e
 
with the impression that AIPAC had a copy of the subject report.
 
This unidentified AIPAC member was familiar with the report's
 
contents and conclusions.
 

b6On June 7, 1984, the Israeli Trade Minis~~e~r~a~D~d~~ b7C
I Ilunched with Ambassador William Brock andl ~ 
of the USTR. r Irecalled that I Iwas awa""r--:e'---o'"'f"---;the 
contents of the report. 

On June 12 and 13, 1984, information passed to USTR
 
indicated that certain members of Congress could acquire copies
 
of the ITC report through AIPAC.
 

On June 15, 1984 the USTR gener al counsel telephoned b6 
AIPAC employeel 4 and inquired if AIPAC had a copy of b7C 
the USTR report."l n;:clvised they did. I Iwas asked to 
return this confidential report and all copies. Subsequently, 

2 
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lof AIPAC, contacted USTR to claim no 
~k~n~o~w~l~e"d~g~e~o~fo-~tLh-e--r-e-p-orthimself and to disassociate himself from 
such activities. A copy of the USTR report was subsequently 
delivered to USTR. Also delivered was a substantial portion of a 
second copy of the report in an unsorted condition. The full 
report copy was a copy of the "final report" and had no 
identifying mark on the outside cover which was clearly stamped 
confidential. This indicates that this copy was probably made 
prior to the May 30 delivery to USTR. USTR officials advised the 
significance of the unauthorized disclosure of the contents of: 
the ITC report is that the bargaining position of the United 
States was compromised and "Business Confidential" information 
used in the report was made available to the public. This 
disclosure also impacts on the effectiv~ness of the ITC to 
solicit data from the U.S. business community. No national 
defense information was utilized in the preparation of the ITC 
repor t. 

This matter was studied by U.S. Department of Justice 
(DOJ) officials \ I Internal Secur ity Section, and by

'I . General Litigation and Legal Advice Section. On 
August 24, 1984, it was determined that this matter did not 
represent a violation of the espionage statute as, it was reported 
that no national defense information was utilized in the 
preparation of the report. 

DOJ subsequently opined that a violation of the Theft 
of Government Property statute had occurred and that the matter 
should be presented to the local United States Attorney's Office 
for a prosecutive opin ion. 

On September 19, 1984, Assistant United States Attorney 
(AUSA) Charles Harkins, WDC, opined'that this matter lacked 
prosecutive merit and declined prosecution under the Theft of 
Government Property statute. 

On November 1, 1985, the Criminal Division of the DOJ 
advised WFO that it has determined that additional investigation 
should be conducted to ascertain responsibility for the 
unauthorized disclosure of. this report. Specifically, it was 
requested that this matter be investigated to determine if 
offenses under 18 U.S.C. 641 (Theft of Government Property) and 
18 U.S.C. 1905 (Disclosure of Confidential Business Information) 
had occurred. 

. I I DOJ, Public Integrity
:-:-=-==~,....,.-:;-..,...,----:-::-=~Sectlon, was designated to coordinate this investigation. A
 

meeting took place on November IS, 1985, at the Department of
 

3 S~
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Justice betweenl land representatives of the Federal 
Bureau of Investigation (FBI) in an effort to outline 
investigative strategies, b6 

b7C 

A~~~sult of the this mat.ter being 
em 10 ees a 

were lnterv1e~le Y WFO. 

On December 19, 19B5,L..,r-_....L:u..;;.LQ.......l.JIll.l;l.l;:~v~·ewedby \~FO and
 
advised that she was em 10 ed as for AIPAC during
 
the period of She also advised
 
that as an employee of AIPAC, she became aware of the trade
 
report prepared by the ITC. She indicated that she received the
 
report froml lfor AIPAC, in approximately
 
June of 19B4.
 

b6 

·1 lexPlained that she studied the report for a few b7C 
weeks before returning it to an unrecalled official at AIPAC. 
She further advised that she had no information regarding who 
initially received the report at AIPAC, who released it from the 
lTC, or the USTR, Or who gave it tol I . 

On December 1 5, I Iwa\ also interviewed 
regardin this re ort. advised that she received the report 
from for the Israeli 
Embassy 1n WDC. She adv1sed t at gave her this report b6 
in approximately April of 19B4. b7C 

She advised that[ Igave no specific instructions
 
regarding the report and, in fact, she later learned that the
 
report was known to be "floating around tOlm" and that the
 
contents of the report were common knowledge to those interested
 
in these matters.
 

I Istated she could prov~de no information regarding 
who initially provided the report to I I b6 

! i
b7C 

n FebrPary 13, 19B6,1

-,==;-:-:-:;---:- for AIPAC was 1nterv1ewed by \~FO.
 

advised that he first became aware of this report
 
~b~e~l~n~g~l~n~t~e possession of AIPAC at some unrecalled date 1n the
 
spr ing of 19B4.
 

At this time,1 1 advised thatl b6 
informed him that USTR General Counsell ----I had b7C 
contacted her to determine if AIPAC had this report. 

4
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It was determfned by I Ithat I I and r---l b6 

~wb~a~d~s~e~e~r the report and that it was his understandin~t b7C 

_ _provided them with the report. 1 I stated 
that the report did not pertain to U.S. national defense matters 
and that AIPAC had taken no action to solicit the report. 

I ~adyjSjd that he had no informat1:;'0~n _ 
pertaining to how Chad received the report. I I b6 
did advise that he provided a duplicate copy of the report to b7C 

1 Ibefore the original repor_t Was returned to USTR. In 
November of 1985,1 Itoldl jthat she had discarded the 
duplicate copy of the report at some time prior to November of 
1985. -

I Istated that AIPAC did nothing illegal or 
improper by possessing the report and that once USTR contacted 
AIPAC regarding the report, AIPAC took immediate action to return b6 
it. b7C 

On March 7, 1986.1 lwas interviewed at the
 
Israeli Embassy by WFO. C lacknow edged receiving the
 
report and passing it on to representatives of AIPAC.
 

Regarding the receipt of this report,1 I citing
 
diplomatic immunity, claimed that it would be "impossible within b6
 

the professional ethics of his diplomatic positi9n" to i:rntifY b7C
 

the individual who furnished the report to him. L ~ __ did
 
state that this person was not a U.s. Government off1cia or an
 
employee of the U.S. Government. -


I Istated that this -report was widely ­
disseminated before he received it and that, in his opinion, the
 
report contained little, if any, sensitive or useful information.
 

I ladvised that he could not recall exactly who
 
he gave tne report to at AIPAC, nor the approximate date he gave b6
 

them the report. He advised that tljis report was not handled in b7C
 

any type of secret manner and that everyone who had knowledge of
 
the report considered this matter to be very routine.
 

I Iconcluded by saying that in his opinion the
 
fact that Israel had the report caused no economic damage to any
 
U.S. business or interest and that the entire issue seems to have
 
received more attention than it deserved.
 

5 
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Conclusion: 

Investigation by WFO indicates that this report was 
likely leaked while being prepared at the International Trade 
Commission (ITC). A rev iew of secur i ty pr ocedur es at ITC 
disclosed the fact that there are no security procedures in place 
that would prevent the outright theft or the pr inting of an 
"extra" copy of a report. 

The internal investigation conducted by the USTR 
concluded that the report was compromised by May 21, 1984. Also, 
the first indication of AIPAC's possession of the report 
preceeded or was coincidental with the delivery of USTR's copies. 

As a result of this incident, both the USTR and the ITC 
are re-evaluating their secur ity procedures and. changes will be 
implemented as deemed appropriate. b6 

b7C 
In ~iew of the above information and due to the fact 

thatl Ihas claimed diplomatic immunity in this matter, 
active invest1gation into this matter will be discontinued at 
WFO. Washington Field will be contacted by the USTR or the ITC 
if pertinent information is developed regarding this or similar 
incidents. 

6*
 



AIRTELTRANSMIT VIA:
 
CLASSIFICATION: _ DATE: _..=1k./,±.1:!..4,",/8~7,--- _
 

FROM: Director, FBI 

TO: SAC, Washington Field (52B-18153) 

UNSUBS;
 
THEFT AND UNAUTHORIZED DISCLOSURES
 
OF DOCUMENTS FROM THE UNITED STATES
 
INTERNATIONAL TRADE COMMISSION;
 
THEFT OF GOVERNMENT PROPERTY
 
00: WASHINGTON FIELD 

Enclosed for Washington Field are two copies of a 
self-explanatory letter received from the Department of Justice, 
dated August 25, 1986, classified Secret, pertaining to captioned 
matter. 

Washington Field should close your investigation based 
on the enclosed letter. 

EnClosures (2) ~ 

~ 

ALL INFORllATION CONTAINED
 
HEREIN IS UNCLA~SIFIED
 

DATE 04-20-2009 BY 60324 lJ,C baw/dk/sbs 
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