




Associate Under Secretary for the office of Environment, Health, Safety and Security (AU) to

conduct a search. In this letter, Alexander Morris also advised that he had determined that tire

request satisfied the criteria considered for a waiver of fees. (EXHIBIT B - DOE's Interim

Response Letter)

g. On August 2A,ZOL5,DOE's OiR responded to the FOIA request, releasing a

document entitled ,.Guidance on Release of Information Relating to the Potential for an Israeli

Nuclear Capability, W?N-136 [sic] (Guidance)" with redactions, which it justified pursuant to

Exemptions 1 and 7(E). (EXHIBIT C - OIR's August 20,2015 Response Letter)'

10. On August 25,2015,Plaintiff appealed DOE's determination to withhold

information pursuant to Exemptions I and 7(E) to DOE's Office of Hearings and Appeals

(OHA). (EXHIBIT D - PlaintifPs Appeal)'

1 L On February 72,2016,OHA issued a decision and order finding that DOE had

properly with.held the ledacted information pursuant to Exemptions 1 and 7 (E), (EXHIBIT E -

OHA's Decision and Order on PlaintifPs Appeal)'

FOIA ExemPtion 7

12. Exemption I exempts from disclosure matters that are "(A) specifically

authorized under criteria established by an Executive ordelto be kept in secret in the interest of

national defense or foreign policy and (B) are in fact proper'ly classified pursuant to such

Executive ofder.,,5 U.S.C. $ 552(b(1); accord 10 C.F.R. $ 1004'10(bX1)'

13. Executive Order 13526 is the cument Executive Order that prnvides for the

classification, declassification and safeguarding of National Security Information (NSI)' When
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--Fees and waivers--
Please select the statement that applies: I request a waiver or
reduction of fees.
--Waiver factors-

The subject of the request: Americans (and FOIA courts) abhor
secret law.
The informative value of the information to be disclosed:

Yes,

forcing government employees to lie wastes reporters time and
u ndermines governance.
Contribution to an understanding by the general public: The
public does not understand that this policy is guided by

special
interest politics and not national security.
The significance of the contribution to public understanding:
They will be able to see the how the codification of

corruption
really works,
The existence and magnitude of a commercial interest: None.
The primary interest in disclosure:
The truth. See latest report on how this corrupts governance
at:

http://www.wrmea.orgl2015-ia nuarv-februarv/lawsuit-cha llenees-u.s.-am biguitv-toward-israels-nuclear-a rsenal.html

--Expedited processing--

Justification: an urgency to inform the public concerning actual
or alleged Federal Government activity exists (this option
available ONLY for requesters primarily engaged in disseminating
information).
Please provide your specific justification for expedited
processing:

Americans are being bombarded with propaganda about the lran
nuclear threat, which is non-existent, and do not understand the
corruption that enables the lsraeli nuclear program through
illicit materials transfers:

htto://irmeo.orelila/numec/

The heavy involvement of foreign leaders in stealing US nuclear
tech:

h.Ito://irmeo.orelila /krvto ns/defa u lt. aso

And the codified cover-up that keeps them in the dark.
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The results of this submission may be viewed at:
htto://enersv.sovlnode/268183,/submission/2 18741
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Department of EnergY
Washington, DC 20585

Febnrary 23,2015

Mr. Grant F. Smith
lRmep
PO Box 32041
Washington, DC 20007

Re: HQ-2015-00699-F

Dear Mr. Srnith:

This is an interim response to the request for information that you sent to the Department of
Energy (DOE) under the Freedom of Information Act (FOIA), 5 U.S.C. 5i2. You requesred rhe
"DOE Classification Bulletin WPN-136 on Foreign Nuclear Capabilities."

I have assigned your request to the DOE's Officc of the Asscciate Under Sccrerary for the Office
ofEnvironment, Health, Safety and Security (AU) to conduct a search of its files for responsive
documents. Upon complction of the search and review ofany records locatcd, you will be
provided a response.

In your letter, you requested a waiver ofall fces associated rvith the processing of the request.
For purposes ofassessment ofany fees, you have becn calcgorized undr:r thc DOE regulation
lhat implements lhe FOIA at Title 10, Code of !'cderal Regulations (CFR), Section t001.g(bxl),
as a "nervs media" requestor. Requestors in this category arc charged fces for duplication only
and are providcd 100 pages at no cost.

Pursuant to l0 CI'R $ 1004.9(8),I have reviewed fte information you providcd in the rcquest ro
support your requcst lbr a fee u,aivcr. I have dctcmrincd thc information srtisfics dre criteria
considered for a rvaiver offees. A rvaivcr, rherelbre, is approprittc tbr any fccs thnl ma) bc
incurred becausc the subjcct of the rcqucst rclalcs to a govcrnntcnt activity, and infomratron
about the activity could lead to grcater undcrstanrling by thc putrlic about the rnatrcr. \'ou also
hovc demonslratcd the :rbility tnd intcnt of your organizrliou to disscnrinate the informarion ro
thc public in a fonn that can further understanding ofthe subject urattcr.

In addition, you also requested cxpedited processing of your request. You stated that
"Americans arc bcirrg bombarded with propaganda about lhe lran nuclear thrcat, rvlrich is non-
existent, and do not undcrstantl the corruption tltat enables tltc Isracli nucloar program tlrrough
illicit matcrials transfcrs."

The FOIA permiLs agencies to expcditc the processing ofrequests ifrcquesters demonstr.tc a

"compclling nced." 5 U.S.C. $ 552(aX6Xg)(iXI)' A "conrpelling necd" is cstablishcd s'hen onc
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oftuo crilcril rre nret. 5 U.S.C. \ 552(a)(6XEXr)(ll). The critcria are met wben (l)failurcto
obtnin lh(. rccords quickly "could reasonabl)' bL' expected to pose an imminent threat to the life or
ph!sical sxf!'t]'ofan indilitlual." or (3) rflhe "rcqucster rs primarily cngaged ln dissemlnating
intbmration" and can demonstratc that there is an "urgcncy to inform thc public conccming
actual or alleged Federal Govcmnrent activity." ld.

Thc reosons you hn'e provided do not adequately addrcss thc basis for which a rcquesl may bc

exped;tcd. You havc not providcd rllalcrial that cstablishes that thcre is any drea( to tlle lile or
safery ofal individual that rvould justiil expedirious proccss,ng of the requcst.

You also havc. not idcntified an actual or alleged activiry that poses any particular urgency that
rc'rluirc's tltc dissenrination of intbmration in an expcdited manner. ln order to dctcrmine rvhether
a requc'ster his den:onstratcd an "urgcncy to inform," and hencc a "conrpclling nccd." couns
consider at lcast three factors: ( I ) \1 hether the request concems a maner of current cxigcncy 1()

the .{,nrerican public: (-?) rl hether the consequences ofdelay.ing a responsc \}ould compromise a

significant recogrized inrcrest; and (-i) ivhethcr rhe requcsl conccm.s federal gor ernment acti! jt)'.
Al-Faved r'. C.l.A.. 25.1 F. 3d 300. 310 (D.C. Cir. 2001): Associatcd Prcss v. DOE, Case No,
TFA-0273 (Septenrber I1.2008). Your request does not address faclors one or flvo.

For these reasons, I am denying 1,our request for expeditious processing. The request will be
proccssed in accordance uith prorisions ofthe FOIA-

You ma1'challen-ee the denial ofexpedited processing by submining a rvritten appeal to the
Director, Office of Hearings and Appeals. at IIG-1. L'Enfanr Plaza Building, Depanment of
Energl,. 1000 Independence Ar,enue. S\i'. \\'ashilgton. DC 20585-1615- You should submit rhe
appeal * ithin 30 calendar days ofreccipt olihis determrnarion.

The rvri&en appeal. including the envelope. musi clrarij indicare that a FOIA appeal is being
madc. The appeal nrusr contain elentcnts requrrd by l0Clit sq 1004.8, including o copy ofthis
letter. Judtcial revies' rr ill lhereafter be ar ailablc' in ti',,: Federal Distnct Court either 1 I I in rhe

disricr rvhere you reside; (2) in the districi 
"rherc 

y(i, hate ,our nrincipal place ofbusiness: (3)
in the districr $'here th!' DOE records are located, or (+,, ln tild ['rr:irict of Columbia,

Please reflr to the abol'e referenced number in any comntunicalions \\'ith lhe DOE abour the

requesr- If ),ou have questions about the processtng oi'tbc requcst or thrs le[er, please contact
Ms. \'ordanos \l:oldai in this office at \.lA-90'Fonestal Building, 1000 Independencc Ar,enue,
S\', \Yashingon, DC 20585, or (?02) 586-7504.

Sincerely,

Office of Infornration Resources
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for your FOIA request # HQ-2015-00699-F.

Thank you,

Aykut Ozger, Esq.

FOIA Analyst

Central Research, lnc. Contractor

U.S. Department of Energy

1000 lndependence Avenue, SW

Washington, D.C. 20585
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II. Analysis

The FOIA requires that documents held by federal agencies generally be released to the
public upon request. The FOIA, however, lists nine exemptions that set forth the types of
information that may be withheld at the discretion of the agency. 5 U.S.C. $ 552(b). Those
nine categories are repeated in the DOE regulations implementing the FOIA. l0 C.F.R.

$ 1004.10(b). We must construe the FOIA exemptions narrowly to maintain the FOIA'S
goal of broad disclosure. Dep't of the Inlerior v. Komath Water Users Prot. Ass'n,
532U.S. 1,8 (2001) (citation omitted). The agency has the burden to show that information
is exempt from disclosure. See 5 U.S. C. $ 552(a)(a)(B). To the extent permitted by law,
the DOE will release documents exempt from mandatory disclosure under the FOIA
whenever it determines that disclosure is in the public interest. l0 C.F.R. $ 1004.1 .

Exemption I

Exemption I ofthe FOIA provides that an agency may exempt from disclosure matters that
are "(A) specifically authorized under criteria established by an Executive order to be kept
secret in the interest of national defense or foreign policy and (B) are in fact properly
classified pursuant to such Executive order." 5 U.S.C. $ 552(b)(1); accord 10 C.F.R.

$ 1004.10(bxl). Executive Order 13526 is the current Executive Order that provides for the
classification, declassification and safeguarding of national security information (NSI).
When properly classified under this Executive Order, NSI is exempt from mandatory
disclosure under Exemption l. 5 U.S.C. $ 552(b)(l); see 10 C.F.R. $ 1004.10(bXl).

The Associate Under Secretary for Environment, Health, Safety and Security is the official
who makes the final determination for the DOE regarding FOIA appeals involving the
release of classified information. DOE Order 475.28, $ 5OX8) (NSI per Executive Order
11526). Upon referral of this Appeal from the Office of Hearings and Appeals, the
Associate Under Secretary reviewed the Guidance, focusing on the applicability of
Exemptions I and 7(E) to its contents.

The Associate Under Secretary reported the results of his review in a memorandum dated
December 14,2015. In that review, he explained that the requested document contains
information pertaining to the Israeli government that the Depar[nent of State has determined
to be NSI. He firther stated that the DOE coordinated its review with the Department of
State at the time of lRmep's initial request, roughly 90 days before the review his office
undertook at OHA's request. Because he could find no change in policy in the interim, he

determined that the DOE must continue to respect its sister agency's determination that the
portion of the Guidance deleted and marked "DOS (b)(1)" is still properly classified by the

Department of State as NSI pursuant to Executive Ord er 13526. As stated above, when NSI
is properly classified under that Executive Order, it is exempt from mandatory disclosure

under Exemption I .
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Exemption 7@)

Exemption 7(E) ofthe FOIA provides that an agency may exempt fiom discloswe records
compiled or recompiled for law enforcement (including national or homeland security)
purposes iftheir production "would disclose techniques and procedures for law enforcement
investigations or prosecutions, or would disclose guidelines for law enforcement
investigations or prosecutions if such disclosure could reasonably be expected to risk
circumvention of the law." 5 U.S.C. $ 552(bX7XE).

The federal courts have interpreted Exemption 7(E) to apply to techniques and procedures
used in civil as well as criminal law enforcement investigations. See, e.g., Nowak v. IRS,
210 F.3d 384, No. 98-56656, 2000 WL 60067, at *1 (9d Cir. Jan. 18, 2000); Mosby v. U.S.
Manhab Sem., No. 04-2083, 2005 WL 3273974, at *5) (D.D.C. Sept. 1, 2005). Moreover,
in a Supreme Court concurring opinion, Justice Alito opined that the phrase "compiled for
law enforcement purposes" should be construed to encompass not only investigation and
prosecution, but also "proactive steps designed to prevent criminal activity and to maintain
security. Milner v. Dep't of the Navy, 131 S. Ct. 1259,1272 (2011). Similarly, orher federal
courts have upheld the application of Exemption 7(E) in the context of preventative law
enforcement. See, e.g., Asian .Law Caucus v. DIIS, No. 08-00842, 2008 WL 5047839, at *4
(N.D. Cal. Nov.24, 2008) (protecting the details of 'Vatch list" programs); Judicial Watch,
Inc. v. Dep't of Commerce, 337 F. Supp. 2d 146, 181-82 (D.D.C. 2004) (approving
withholding of firearm and radio details used by agents protecting the Secretary of
Commerce).

In his report, the Associate Under Secretary explained that the Guidance contains DOE
sensitive unclassified information related to guidance on the handling of certain information
pertaining to the Israeli governnent that the Department of State has determined to be NSI.
According to the Associate Under Secretary, this information, which was withheld pursuant
to Exemption 7(E), constitutes information that would provide insight into the types of
documents the govemment considers to be classified. If this information were released, it
would materially assist efforts to discem classified or sensitive information through
comparison with de-classified information. Its release would reduce, and possibly nullifr,
the effectiveness ofthe classification procedure described in the Guidance, which is still in
effect, and would impair the DOE's ability to enforce laws related to protecting classified
information from public release.

Based on the information presented in that report, we find that Exemption 7(E) was properly
applied to withhold the information redacted from the document provided to Mr. Smith.
That information is not related directly to law enforcement investigations or prosecutions,

but because it is guidance conceming the treatment of certain information as classified or
sensitive, it is a form of preventative law enforcement. As such, it falls within the range of
information that federal courts have Protected by application of that exemption.
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Consequently, this information is exempt from mandatory disclosure under Exemption 7(E).

III. Conclusion

The denying official for these withholdings is Matthew B. Moury, Associate Under
Secretary for Environment, Health, Safety and Security, Department ofEnergy.

Based on the Associate Under Secretary's review, we have determined that Executive Order
13526 requires the DOE to continue withholding the portion of the Guidance pursuant to
Exemption I of tlrc FOIA. Although the DOE regulations at l0 C.F.R. $ 1004.1 state that a
finding of exemption from mandatory disclosure generally requires our subsequent
consideration of the public interest in releasing the information, such consideration is not
permitted where, as in the application of this exemption, the disclosure is prohibited by
executive order. Therefore, the portion of the Guidance previously withheld under
Exemption I must continue to be withheld from disclosure.

We have also determined, based on the Associate Under Secretary's review, that
Exemption 7(E) was properly applied to redact the remaining withheld portions of the
Guidance. We must, however, consider whether the disclosure of those portions exempt
from mandatory disclosure under Exemption 7(E) would nevertheless be in the public
interest. 10 C.F.R. $ 1004.1. After due consideration, we have determined that the public
interest will be best served by protecting, rather than disclosing, the information previously
and appropriately withheld pusuant to Exemption 7(E). Accordingly, Mr. Smith's Appeal
will be denied.

It Is Therefore Ordered That:

(l) The Appeal filed by Grant F. Smith on August25,2015, Case No. FIC-15-0003, is
hereby denied.

(2) This is a final order of the Department of Energy from which any aggrieved party may
seek judicial review pursuant to 5 U.S.C. $ 552(aXa)@). Judicial review may be sought in
the disaict in which the requester resides or has a principal place of business, or in which the
agency records are situated, or in the District of Columbia.

The 2007 FOIA amendments created the Office of Covemment Information Services
(OGIS) to offer mediation services to resolve disputes between FOIA requesters and Federal
agencies as a non-exclusive altemative to litigation. Using OGIS services does not affect
your right to pursue litigation. You may contact OGIS in any of the following ways:
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